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© Packet data communication system. 

© A packet data transmission system is used to 
link a number of remote hand-held data-gathering 
units (15) such as bar code readers to a central 
computer (10) which maintains a database manage- 
ment system. Data packets are sent from the remote 
units (15) by an RF link to intermediate base stations 
(12,13,14), then sent by the base stations to the 
central computer by a serial link (11). Direct se- 
quence spread spectrum modulation is used for the 
RF link. The remote hand-held units initiate an ex- 
change using RF transmission to and from the base 
stations, receiving only during a rigid time window 
following a transmission from the remote unit. The 
base stations cannot initiate communication to the 
remote units, but instead send data to the remote 
units only as part of the exchange. 
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RELATED CASES 

This application is a continuation-in-part of my 
application Serial No. 374,452, filed June 29, 1989, 
now U.S. Patent No. 

BACKGROUND OF THE INVENTION 



RF frequency bands requiring F.C.C. licensing of 
individual users. For these reasons, prior systems 
of this type have been too costly and otherwise 
unsuitable for the present purposes. 
5 Spread spectrum wireless transmission is able 

to use a band that is designated as an 
"unlicensed" band by the F.C.C. and so licensing 
is not a factor, and the use of spread spectrum 
techniques allows the transmission to be accom- 
plished in a reliable manner even though this band 
is subject to interference from the many diverse 
users. In Patent 4,672,658 for "Spread Spectrum 
Wireless PBX", a system is shown in which each 
separate user transceiver is matched with a sepa- 
rate transceiver at the central PBX, and each one 
of these matched pairs transmits with, a unique 
direct sequence spread spectrum chipping pattern. 
A separate call set-up transceiver having a com- 
mon direct sequence chipping pattern is used for 
exchanging information involved in setting up a 
call. As above, this system requires continuous 
monitoring of the RF bands by all of the tran- 
sceivers, and is a voice oriented system requiring 
varying time periods of maintaining connections, as 
well as requiring connection from user to user, 
rather than user to central station. Another example 
of use of spread spectrum in a local RF link is a 
utility meter reading system wherein a utility truck 
driving by a house activates a reader by a CW 
transmission then receives the data from the read- 
er. 

Wireless data communications between a cen- 
tral computer and several remote terminals located 
within a building, using direct-sequence spread- 
spectrum techniques to overcome multipath inter- 
ference, is described by Freret et al, NTC Record, 
Nov., 1980, but again these types of systems rely 
upon continuous operation of the portable units, 
and impose burdens on the RF circuitry in the 
remote units which result in complex and expen- 
sive construction. 

In Patent 4,740,792 a data transmission system 
using spread spectrum RF is illustrated wherein 
vehicles are provided with a transmitter, but no 
receiver, and the location of each vehicle is re- 
ported to a central station periodically by a trans- 
mitted packet. The transmitter is powered up only 
for a very limited duty cycle, so battery drain is 
minimized. This system has no ability to send data 
from a central station to one of the vehicles, or to 
allow the transmitter at the vehicle to receive an 
acknowledge signal indicating receipt of the data 
transmitted. 

It is an object of the present invention to pro- 
vide an improved, low-cost, low-power, data com- 
munication network in which a number of remote 
terminal units are able to send packets of data to a 
central station, and, in most cases, to receive ac- 



This invention relates to data communication 
systems, and more particularly to an RF packet w 
communication system in which a number of re- 
mote units send data to a central computer via 
intermediate base stations. 

Bar code readers used in retail or commercial 
facilities are usually connected to a central com- 75 
puter by physical wiring. This connection is quite 
suitable for permanently-mounted bar code readers 
as used in supermarket checkout counters, or for 
hand-held scanners or wands used at similar feed 
locations. However, when the bar code reader is to 20 
be used by a person who is moving about a 
building, or when temporary installations are em- 
ployed, physical wiring is unsuitable, or is at least 
quite inconvenient. A radio frequency (RF) link can 
be used to send data from the a hand-held bar 25 
code scanner to a central station, or to a local relay 
point, but the RF links that have previously been 
available for this purpose have had characteristics 
making them expensive and inconvenient. These 
RF links typically have used RF bands requiring 30 
F.C.C. licensing for each installation, adding to the 
cost and administrative burden. The RF compo- 
nents employed in this type of equipment have to 
be of high precision so that frequency drift and 
bandwidth spillage are kept within F.C.C. toleran- 35 
ces. In addition, battery drain has required either 
large, heavy batteries, or frequent recharging, or 
both. The RF transmission methods previously 
used also have limited the number of portable 
terminals which could be used in a given area due 40 
to use of a relatively narrow bandwidth. Examples 
of bar code readers using local RF data links 
include portable terminals commercially available 
from the following companies: MSI Data Corpora- 
tion, Vectran Corporation, LXE Corporation, Norand 45 
Corporation, and Telxon Corporation. Portable bar 
code readers having long-distance RF links are 
available from Mobil Data International and from 
Motorola, Inc. (the KDX1000). 

Indoor RF communications networks of the 50 
voice type have been proposed, such as that of 
Patent 4,789,983 for "Wireless Network for 
Wideband Indoor Communications", or Patent 
4,639,914 for "Wireless PBX/LAN System". 

The remote terminals in these prior systems 55 
are addressable at any time, i.e., always activated, 
so the requirements for power are dictated by this 
feature. In addition, these prior systems have used 



2 



3 



EP 0 496 986 A2 



4 



knowledge signals and data from the central sta- 
tion, preferably a network using an RF link or the 
like so that the remote units may move about freely 
in an area to be covered by the network. Another 
object is to provide an improved packet transmis- 
sion network in which remote terminal units may be 
of low cost, low power and small size, yet provide 
reliable and fast response, as may be needed in a 
commercial facility (usually indoor) using bar code 
scanners or the like for data gathering. Another 
object is to provide an improved protocol for use in 
a packet data transmission network which results in 
reliable operation, low power consumption and low 
cost implementation. A particular object is to pro- 
vide an RF data link for portable terminals usable 
without site licensing under F.C.C. regulations, so 
that the expense and delays incident to such li- 
censing are eliminated or minimized. 

SUMMARY OF THE INVENTION 

In accordance with one embodiment of the 
invention, a packet data communication system 
includes a number of remote terminal units for 
gathering data, and a communications link for 
sending packetized data to a central station and for 
receiving an acknowledge signal and data from the 
central station. A packet-exchange protocol is used 
for this communications link that provides reduced 
power dissipation at the remote unit by activating 
the receive function for only a short time, rather 
than requiring the remote unit to receive or "listen" 
at all times. To this end, the exchange protocol 
establishes a rigid time window keyed to a trans- 
mission by the remote unit, and the remote unit is 
responsive to a message from the central station 
only during this time window. The time window is 
defined to begin at a fixed time delay after a 
transmission from the remote unit to the central 
station; at all other times, the receiver is not power- 
ed up. In this protocol, the central station cannot 
initiate a packet transmission to a remote unit, but 
instead must wait until the remote unit has sent a 
transmitted packet, then the central station can 
reply in the rigid time window, attaching to the 
acknowledge signal the data it wishes to send to 
this remote unit. The remote units are low-cost, 
hand-held units in one embodiment, and so will be 
of lesser computational capacity than the central 
station, and power dissipation must be minimized. 
Accordingly, use of this protocol permits the re- 
ceive function, and the computation function need- 
ed to decode received data, to be scheduled or 
managed by the remote unit rather than being 
slaved to the central unit. 

In an illustrative embodiment, the central sta- 
tion includes a number of base stations located in 
different rooms or areas, with all of the base sta- 



tions connected to a central computer, either by a 
wire connection or by a similar RF link. At any 
given time, a remote unit is assigned to only one of 
these base stations, and as the remote unit moves 

5 about it is reassigned to another base station. A 
feature of the protocol is to include an ID number 
for the remote unit in the transmitted packet, and to 
include this same ID number in the reply packet, 
so acknowledgement by an assigned base station 

w is confirmed. But there need be no address or ID 
of the base station included in the protocol for 
communicating with the remote units, since a re- 
mote unit is assigned to only one base station, and 
the base station merely serves as a conduit for 

75 communicating with the central computer in any 
event. 

The remote terminal units are, in one embodi- 
ment, hand-held bar code readers, and these units 
are coupled to the central station by an RF link so 

20 that the user is free to move about the area of the 
network. Usually the data packet being sent from 
the remote unit is the result of scanning a bar code 
symbol. The reply from the central station in this 
case would be a validation of the bar code informa- 

25 tion, or instructions to the user about what action to 
take regarding the package scanned by the hand- 
held unit. 

In a preferred embodiment the RF link employs 
a spread spectrum modulation technique to send 
30 data packets from the remote terminals to the base 
stations and return. Spread spectrum methods uti- 
lize a transmitted bandwidth much wider than re- 
quired for the data by adding some coded function 
to the data, then the received signal is decoded 

35 and remapped into the original information band- 
width. A particular advantage of this type of RF 
data link is that a band may be used which does 
not require site licensing by the F.C.C, yet it 
provides reliable, low cost communication from a 

40 light-weight, hand-held, battery-operated unit. 

An important feature in one embodiment is the 
use of the decode of an initial sync portion of the 
packet in the direct-sequence spread spectrum 
transmission to produce a quality factor for use in 

45 determining which base station should handle 
which remote unit. The spread-spectrum transmis- 
sion contains considerable redundancy (each bit is 
spread to produce a number of bits), and so a 
received packet can be used even if in a noisy 

so environment where all decoded bits (before de- 
spreading) are not valid. By recording the degree 
to which the incoming packets from a remote unit 
correlate with the pseudo-random code used to 
generate the spread-spectrum signals, and com- 

55 paring this data with that received at other base 
stations, the best station can be selected while 
communications continue uninterrupted. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

The features believed characteristic of the in- 
vention are set forth in the appended claims. The 
invention itself, however, as well as other features 5 
and advantages thereof, may best be understood 
by reference to the detailed description of a spe- 
cific embodiment which follows, when read in con- 
junction with the accompanying drawings, wherein: 

Figure 1 is an electrical diagram in block form of io 
a packet data communication system according 
to one embodiment of the invention; 
Figure 2 is timing diagram showing events (RF 
transmission) vs. time for a data transmission 
sequence in the system of Figure 1 ; 75 
Figure 3 is a more detailed electrical schematic 
diagram in block form of the host computer and 
one of the base stations in the system of Figure 
1; 

Figure 4 is a more detailed electrical schematic 20 
diagram in block form of one of the remote 
terminals in the system of Figure 1 ; 
Figure 5 is a sectional view of a hand-held bar 
code scanner unit which may be used as the 
remote terminal according to one embodiment 25 
of the invention; 

Figure 5a is a pictorial view of another type of 
bar code reader which may be used as the 
remote terminal instead of the laser scanner of 
Figure 5, according to another embodiment of 30 
the invention; 

Figure 6 is a view of a part of a bar code 
symbol to be read by the remote unit of Figures 
4 and 5, or of Figure 5a, and a timing diagram 
of the electrical signal produced thereby; 35 
Figure 7 is an expanded view of part of the 
timing diagram of Figure 2; 
Figures 7a-7d are timing diagrams similar to 
Figures 2 and 7 for a system as in Figures 1,3 
and 4 according to alternative embodiments of 40 
the protocol of the invention; 
Figures 8a-8c are timing diagrams showing 
events vs. time occurring in the system of Fig- 
ures 1 and 3-6 using the protocol of Figures 2 
and 7; 45 
Figure 9 is an electrical schematic diagram of 
the circuitry of the transmitter/receiver in the 
remote unit of Figure 4; 

Figure 10 is an electrical schematic diagram of 
the circuitry of the transmitter/receiver in a base 50 
station of the system of Figures 1 and 3; 
Figure 11 is a logic flow chart of an algorithm 
which may be executed by the CPU in a remote 
terminal unit of Figures 1,4 and 9 for a system 
according to one embodiment of the invention; 55 
and 

Figure 12 is a logic flow chart of an algorithm 
which may be executed by the CPU in a base 



station of Figures 1, 3 and 10 for a system 
according to one embodiment of the invention. 

DETAILED DESCRIPTION OF A SPECIFIC EM- 
BODIMENT 

Referring to Figure 1, a data communications 
network according to one embodiment of the inven- 
tion is illustrated. A host processor 10 is connected 
by a communications link 11 to a number of base 
stations 12 and 13; other base stations 14 can be 
coupled to the host through the base stations 12 or 
13 by an RF link. Each one of the base stations 12, 
13 or 14 is coupled by an RF link to a number of 
remote units 15. In one embodiment, the remote 
units 15 are laser-scan bar-code readers of the 
hand-held, battery-operated type as disclosed in 
U.S. Patents 4,387,297, 4,409,470 or 4,760,248, all 
assigned to Symbol Technologies, Inc., for exam- 
ple. Various other types of remote terminals maybe 
advantageously employed in a system having fea- 
tures of the invention; these remote terminals or- 
dinarily would include data entry facilities such as a 
keyboard or the like, as well as a display (or 
printer) for indicating to a user information de- 
tected, transmitted and/or received by this terminal 
15. In this embodiment used as an illustrative ex- 
ample, there may be from one up to sixty-four of 
the base stations 12, 13 and 14 (three being shown 
in the Figure), and up to several hundred of the 
remote units 15; of course, the network may be 
expanded by merely changing the size of address 
fields and the like in the digital system, as will 
appear, but a limiting factor is the RF traffic and 
attendant delays in waiting for a quiet channel. This 
communications network as seen in Figure 1 would 
ordinarily be used in a manufacturing facility, office 
building complex, warehouse, retail establishment, 
or like commercial facility, or combination of these 
facilities, where the bar code readers or similar 
data-gathering terminals 15 would be used for in- 
ventory control in stockroom or receiving/shipping 
facilities, at checkout (point of sale) counters, for 
reading forms or invoices or the like, for personnel 
security checking at gates or other checkpoints, at 
time clocks, for manufacturing or process flow con- 
trol, and many other such uses. Although hand- 
held, laser-scan type bar-code readers are men- 
tioned, the data terminals 15 may also be bar-code 
readers of the wand type, and may be stationary 
rather than hand-held. The device may be of the 
optical character recognition (OCR) type, as well. 
Other types of data gathering devices may use the 
features of the invention, such as temperature or 
pressure measuring devices, event counters, voice 
or sound activated devices, intrusion detectors, etc. 

According to an important feature of one em- 
bodiment of the invention, an RF packet commu- 
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nications protocol between the remote units 15 and 
the base stations 12, 13 and 14 includes a 
transmit/receive exchange, referred to hereinafter 
simply as an "exchange". This protocol is similar 
to collision-sense multiple-access (CSMA) in that a 5 
unit first listens before transmitting, and does not 
transmit if the channel is not free. As seen in 
Figure 2, this exchange always begins with a 
remote-to-base transmitted packet 17, representing 
an RF transmission from a remote unit 15 to be w 
received by the base stations within range. The 
transmitted packet 17 is followed after a fixed time 
interval by a base-to-remote transmitted packet 18, 
representing reception by the remote unit 15 of RF 
information transmitted by the base station servic- 75 
ing this particular remote unit 15. Each of these 
packets 17 and 18 is of fixed timing; a transceiver 
in a remote unit 15 begins an exchange at its own 
initiative by first listening for other traffic for a brief 
interval to (typically 0.3 msec), and, if the RF 20 
channel is quiet, starting a transmission at a time of 
its own selection (asynchronous to any clock pe- 
riod of the base stations or host computer). This 
outgoing transmission packet 17 lasts for a time ti 
as seen in the Figure, and in an example embodi- 25 
ment this period is 4.8 milliseconds. Then at a 
precise time delay k after it started transmission 
(e.g., 5-msec after the beginning of ti) the tran- 
sceiver begins listening for the return packet 18 
from the base station. The transceiver in the re- 30 
mote unit 15 only responds to receipt of the packet 
beginning in a very rigid time window k of a few 
microseconds length, and if the packet 18 has not 
started during this window then anything to follow 
is ignored. The packet 18 is an acknowledge sig- 35 
nal, and also contains data if the base station has 
any message waiting to be sent. The packet 18 
also is 4.8 millisecond in length, regardless of what 
data is included, if any, so a remote-to-base ex- 
change, including acknowledge, takes about 9.8 aq 
msec in the example. The base stations 12, 13 and 

14 cannot initiate an exchange of Figure 2, or 
initiate any other such transmission to the remote 
units 15, but instead must wait until a packet 17 is 
received from the remote unit 15 for which this 45 
base station has a message waiting, then the data 

to be sent is included in the data portion of the 
return packet 18. For this reason, the remote units 

15 are generally programmed to periodically, e.g., 
about every 500 msec or more, send a packet 17 50 
to the base station with no data except its identify- 
ing code (traditionally called a NOP), so that the 
base station can send any data it has waiting in its 
memory for relay to this remote unit 15. To prevent 
another remote unit 15 from starting one of the 55 
exchanges of Figure 2 in the interval just after the 
transmit packet 17 but before the receive packet 18 

has started, time to, the listening time, is generally 



chosen to be longer than the time interval between 
transmit packet 17 and receive packet 18 (0.2 
msec in this example). If another remote unit 15 
tries to initiate its own exchange it will receive the 
RF transmission and will back off and try again at 
least about 10-msec later. In the manner of CSMA 
protocols, the remote units 15 can be programmed 
to wait random time delays before retry, to thereby 
lessen the likelihood of simultaneous retries. 

Referring to Figure 3, in a typical commercial 
or retail application of a network of Figure 1, the 
host processor 10 maintains a database manage- 
ment system (employing suitable database man- 
agement software similar to that commercially 
available) to which the remote units 15 make en- 
tries or inquiries via the base stations 12, 13 and 
14. The host processor 10 has a CPU 20 which 
may be a microprocessor device of the 80386 type 
manufactured by Intel, for example, and the CPU 
accesses a memory 21 via a main bus 22 to 
execute instructions. Various I/O processors 23 are 
used to access peripherals such as keyboard, vid- 
eo display, etc., as well as disk storage 24 for the 
database system and other computer functions. A 
communications adapter 25 couples the CPU 20 
via main bus 22 to the link 11. This communica- 
tions link 11 may be of the serial type such as 
RS232, or in a system designed for higher perfor- 
mance the link 11 may use one of the available 
local area network type of protocols such as Ether- 
net or token ring; in the example embodiment, 
however, the standard local area network protocols 
are needlessly complex and expensive, and a more 
optimum solution is merely use of a serial port 
connected to a shared serial line 11, on a time- 
sharing basis (e.g., time slotted). The data rate on 
the link 1 1 is rather modest compared to typical 4- 
Mbit or 16-Mbit/sec LAN links of the token ring or 
Ethernet type; about 160-Kbit/sec is adequate for 
the link 1 1 , and so one of the various time-slot type 
of serial link methods may be used. 

The base stations 12, 13 and 14 each utilize a 
CPU 30 which accesses a memory 31 via local bus 
32, also seen in Figure 3. This data processing unit 
is coupled to the serial link 11 via a communica- 
tions adapter 33. An RF transceiver 34 is coupled 
to the CPU 30 in each base station via the local 
bus 32 and is connected to an antenna 35 for RF 
transmission to and reception from the remote 
units 15 using the protocol of Figure 2. An addi- 
tional RF transceiver 34a may be used, as well, as 
an RF link to and from other base stations, if 
necessary. An example of a commercially-available 
microprocessor device which may be used as the 
CPU 30 is a V-25 device manufactured by NEC, 
which is the same device used in the remote units 
15, as described below. Another microprocessor 
device which may be used as the CPU 30 is the 



5 



9 



EP 0 496 986 A2 



10 



DSP56001 manufactured by Motorola, Inc. of Phoe- 
nix, Arizona. This DSP56001 microprocessor is pri- 
marily sold as a digital signal processor but also 
functions as a high-performance, low-cost controller 
device, capable of executing a 24-bit by 24-bit 
multiply operation in 100-nsec, and implementing 
interrupt routines in 200-nsec. Examples of code 
used to execute typical I/O algorithms and code 
recognition are available from the manufacturer of 
the microprocessor devices or associated vendors. 
The memory 31 includes ROM or EPROM for 
startup code executed by the CPU 30, as well as 
fast RAM for the program executed during normal 
operations and for buffering the digital data incom- 
ing from or outgoing to the RF transceiver 34. In 
addition, the CPU 30 includes a number of fast 
internal registers used for data manipulation in ex- 
ecuting the code recognition algorithms. A particu- 
larly useful feature of the 56001 device is that a 
serial port is available for transmitting and receiving 
data via the serial communications link 11, so this 
function can be implemented with little added cir- 
cuitry in the adapter 33. Likewise, the V-25 device 
has an analog input which may be used for this 
purpose; similarly, the adapter 33 may buffer the 
incoming or outgoing serial data so that parallel 
transfers on the bus 32 are used for link data. 

The base stations 12, 13 and 14 are ordinarily 
-located in various rooms or bays of the commercial 
establishment containing the network of Figure 1, 
or located in other such places not readily acces- 
sible to an operator, so usually a console with 
keyboard and display is not used; if, however, a 
base station is configured for desktop or wall 
mounting in an accessible location there may be 
I/O devices coupled to the bus 32 to allow local 
data entry or display. The base stations are usually 
powered by line current rather than being battery 
operated, and so there is less concern for power 
dissipation in these devices compared to that for 
the remote terminals 15. The RF signal path in this 
environment is changeable in nature as equipment, 
fork-lift trucks, furniture, doors, etc., are moved 
about, or as the user moves from place to place 
and carries the hand-held remote unit with him, or 
as the network is expanded or reduced in size; 
there is a high degree of multipathing in this type 
of RF link. Thus, the particular one of the base 
stations communicating at a given time with one of 
the remote units 15 may change; to this end a 
"hand-off protocol may be utilized, as will be de- 
scribed, to change the base station which is des- 
ignated to handle a remote unit. In this manner, a 
remote unit 15 has a confirmed virtual RF link with 
only one base station at a time, although others 
may be in range. The base station 12, 13 or 14 is 
merely an intermediary; the remote unit is commu- 
nicating with the host processor 10, and the func- 



tion of a base station is merely to relay the data 
from a remote unit to the host computer, or from 
the host computer to a remote unit. In a minimum- 
scale installation, there may be only one base 
5 station, in which case the communication link 11 
may be a direct connection via an RS232 serial 
port and cable, or, if the building is such that the 
base station can be mounted at the same location 
as the host computer, the link 1 1 may be replaced 
jo by a parallel bus-to-bus interface, in which case the 
base station and host computer may be considered 
a single unit. When there are multiple base sta- 
tions, the communications link 1 1 uses a protocol 
of adequate performance to allow each RF trans- 
/s mission (packet 17) from a remote unit 15 to be 
decoded in the base station and relayed to the host 
processor 10 via the link 11, then a reply sent back 
from the host computer 10 via the link 11 to the 
base station, so the base station can wait for an- 
20 other exchange for relay of the stored message to 
the remote unit 15 in a packet 18. This sequence 
should appear to a user (a person carrying the bar 
code reader) as essentially "real time", even 
though the actual delay may be hundreds of mil- 
25 liseconds. This short cycle is maintained even 
when the network includes a large number of the 
remote units 15 operating sporadically. Because of 
the RF protocol used, and the requirement that the 
RF link may be shared with a large number of 
30 remote units, the serial link 11 is much faster than 
an RF link via RF transceivers 34a and antennas 
35a from one base station to another base station, 
and so the serial link 11 is used for messages 
between base stations whenever possible. The RF 
35 link is the example embodiment using the protocol 
as described has a data rate of less than one-tenth 
that of the serial link 11. Only when the physical 
layout, or the temporary nature of the network, 
demands this solution is the RF link from base to 
40 base employed. 

Referring to Figure 4, each remote unit 15 in 
the example embodiment is a data terminal (e.g., a 
hand-held bar code reader) having a CPU 40 ex- 
ecuting instructions from a program and data mem- 
45 ory 41 which is coupled to the CPU via a local bus 
42. A peripheral bar code data acquisition device 
43 is coupled to the CPU via the bus 42 and used 
to detect and/or convert data from the bar code 
scanning section to be stored in the memory 41 
so and processed by the CPU 40; other control de- 
vices interface with the keyboard and display. An 
RF transceiver 44 is coupled to and controlled by 
the CPU via the bus 42, and transmits the coded 
RF signal through an antenna 45 or detects and 
55 converts RF received by the antenna, according to 
a protocol. In the example of the remote unit 15 
being a laser-scan bar-code reader, the device 43 
is used to input data from a photodetector device 
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46 which produces a serial electrical signal fed to a 
code recognition circuit 47 responding to the char- 
acteristic patterns of bar code symbols and provid- 
ing bar code data to the memory 41 via device 43 
when a bar code is scanned. The bar code data is 
entered into the memory 41 by DMA if the CPU 40 
includes this capability, or by move instructions 
executed by the CPU; alternatively, the memory 41 
may be a video DRAM device allowing serial data 
entry by a serial port separate from that used for 
CPU access. The CPU 40 within the remote unit 
checks the bar code data for validity and format, 
by executing code stored in the memory 41, and, 
when the data packet has been prepared in the 
memory 41 , the CPU initiates an RF transmission 
by activating the RF transceiver 44 and transferring 
the encoded packet containing the bar code data to 
the transceiver via bus 42. Usually the remote unit 
has a manual data entry device such as a key- 
board 48, and a visual display 49 such as an LCD 
device; the elements of the keyboard and display 
are scanned by signals generated in the CPU 40, 
or generated in a keyboard and display I/O control- 
ler such as an Intel 8052 microcontroller widely 
used for this purpose, depending upon 
performance/cost considerations. An advantage of 
the protocol of Figure 2, however, is that the CPU 
40 can handle all of these tasks, including data 
input from the bar code scanner, keyboard and 
display scan, RF control, datastream transfers to 
and from the RF, and data encoding and decoding, 
because the RF transmission and reception is un- 
der control of the remote unit rather than being 
scheduled by a higher level device such as the 
base station or the host computer. That is, an 
important feature is the ability of the remote unit 15 
to schedule events and communicate with the base 
station at times of its own choosing, as this ability 
simplifies the tasks of the remote unit. Therefore, 
the components needed in the remote unit of Fig- 
ure 4 are kept to a minimum for cost, size, weight 
and battery life considerations. 

The CPU 40 in the remote unit 15 of Figure 4 
may be an Intel 8088 16-bit microprocessor device, 
having an external bus 42 which includes an 8-bit 
data bus, an address bus of up to 20-bit width 
(only about 14-to-15 bit addresses are needed in 
this example) and a set of control lines. Alter- 
natively, the CPU 40 may be an NEC V-25 micro- 
processor, which is software compatible with the 
8088 but has several added capabilities, such as a 
serial port, DMA capability, an analog input port, 
and multiple register sets to speed up context 
switches, as well as several added instructions. Of 
course, using a V-25 device for both the CPUs 30 
and 40 simplifies the code-writing task since some 
of the code is used in both base and remote units. 
The memory 41 may consist of a 128-Kbit EPROM 



chip and a 128-Kbit static RAM chip, providing 32- 
Kbytes of memory which is sufficient for the tasks 
assigned to this unit; of course, additional memory 
may be added for different tasks or higher perfor- 
5 mance. Preferably, CMOS devices are used for the 
CPU 40 and memory 41 (as well as in the RF 
circuitry 44 where possible) to minimize power 
dissipation and battery drain. The 8088 or V-25 
microprocessor devices are merely examples of 
io the class of CPU device needed in the remote unit, 
it being understood that other microprocessor de- 
vices may be used, although the 8088 device has 
the advantages of a low cost for the part and for 
the software; there is available a wide variety of 
75 software already in existence for the 8088 device. 

Although other data terminal units 15 may be 
advantageously employed in a system having fea- 
tures of the invention, a hand-held, laser-scan, bar 
code reader unit as illustrated in Figure 5 is an 
20 example of a remote unit particularly suited for use 
in the system of Figure 1. This hand-held device of 
Figure 5 is generally of the style disclosed in U.S. 
Patents 4,760,248, 4,806,742 or 4,816,660 issued 
to Swartz et al, assigned to Symbol Technologies, 
25 Inc., and also similar to the configuration of a bar 
code reader commercially available as part number 
LS 810011 from Symbol Technologies, Inc. Alter- 
natively, or in addition, features of U.S. Patent 
4,387,297 issued to Swartz et al, U.S. Patent 
30 4,409,470, issued to Shepard et al, U.S. Patent 
4,808,804, issued to Krichever & Metlitsky, or U.S. 
Patent 4,816,661, issued to Krichever & Metlitsky, 
such patents assigned to Symbol Technologies, 
Inc, may be employed in constructing the bar code 
35 reader unit 15 of Figure 3. These patents 
4,81 6,661 , 4,81 6,660, 4,808,804, 4,806,742, 
4,760,248, 4,387,297, and 4,409,470 are incorpo^ 
rated herein by reference. A outgoing light beam 
51 is generated in the reader 15, usually by a laser 
ao diode or the like, and directed to impinge upon a 
bar code symbol a few inches from the front of the 
reader unit. The outgoing beam 51 is scanned in a 
feed linear pattern, and the user positions the 
hand-held unit so this scan pattern traverses the 
45 symbol to be read. Reflected light 52 from the 
symbol is detected by a light-responsive device 46 
in the reader unit, producing serial electrical signals 
to be processed for identifying the bar code. The 
reader unit 15 is a gun-shaped device having a 
so pistol-grip type of handle 53, and a movable trigger 
54 is employed to allow the user to activate the 
light beam 51 and detector circuitry when pointed 
at the symbol to be read, thereby saving battery 
life if the unit is self-powered. A light-weight plastic 
55 housing 55 contains the laser light source, the 
detector 46, the optics and signal processing cir- 
cuitry, and the CPU 40 and RF transceiver 44 of 
Figure 2, as well as a battery. A light-transmissive 
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window 56 in the front end of the housing 55 allows 
the outgoing light beam 51 to exit and the incom- 
ing reflected light 52 to enter. The reader 15 is 
designed to be aimed at a bar code symbol by the 
user from a position where the reader 1 5 is spaced 
from the symbol, i.e., not touching the symbol or 
moving across the symbol. Typically, this type of 
hand-held bar code reader is specified to operate 
in the range of perhaps several inches. 

As seen in Figure 5, a suitable lens 57 (or 
multiple lens system) is used to collimate and 
focus the scanned beam into the bar code symbol 
at the proper depth of field, and this same lens 57 
may be used to focus the reflected light 52. A light 
source 58 such as a semiconductor laser diode is 
positioned to introduce a light beam into the axis of 
the lens 57 by a partially-silvered mirror and other 
lenses or beam-shaping structure as needed, along 
with an oscillating mirror 59 which is attached to a 
scanning motor 60 activated when the trigger 54 is 
pulled. If the light produced by the source 58 is not 
visible, an aiming light may be included in the 
optical system, again employing a partially-silvered 
mirror to introduce the beam into the light path 
coaxially with the lens 57. The aiming light, if 
needed, produces a visible-light spot which is 
scanned just like the laser beam; the user employs 
this visible light to aim the reader unit at the 
symbol before pulling the trigger 54. The electronic 
components of Figure 4 are mounted on one or 
more small circuit boards 61 within the housing 55 
of Figure 5, an batteries 62 are enclosed to provide 
a self-contained portable unit. The antenna 45 may 
be printed on one of the circuit boards 61 . 

Referring to Figure 5a, another embodiment of 
a remote terminal 15 is illustrated wherein a wand- 
type bar code reader is employed instead of the 
laser scanner of Figure 5. This device of Figure 5a 
is similar to a commercially-available portable radio 
terminal sold under the product name "MSI PRT" 
by MSI Data Corporation, of Costa Mesa, Califor- 
nia, a subsidiary of Symbol Technologies, Inc, the 
assignee of this invention. The keyboard 48 and 
display 49 are mounted at the face of a hand-held 
housing 63, and the light source 58 (in this case an 
LED, for example) and light detector 46 (not seen 
in Figure 5a) are mounted within a pencil-shaped 
wand 64 connected to the housing 63 by a cable. 
The person using the device of Figure 5a holds the 
housing 63 in one hand and the wand 64 in the 
other, and moves the wand 64 across the bar code 
symbol, in contact with the symbol, instead of 
holding the unit steady (spaced from the symbol) 
and relying upon the oscillating mirror to generate 
the scan of the symbol as is the case for the 
Figure 5 embodiment. Otherwise, the device of 
Figure 5a contains the circuitry of Figure 4, and the 
RF link operates in the same way. 



Referring to Figure 6, a part of a typical bar 
code symbol 65 is illustrated of the type read by 
the laser scanner of Figure 5, or by the wand-type 
reader of Figure 5a. In the case of a laser scanner, 
5 the laser scan beam 51 produces a scan line 66, 
and reflected laser light 52 detected by the 
photodetector 46 and shaped by the circuitry 47 
produces a binary electrical signal 67 as also seen 
in Figure 6. Or, in the case of a wand-type reader, 
w the wand is moved along the line 66 and reflected 
light is detected to produce the same type of 
binary signal 67. Of interest are the transitions 68 
in the signal 67 representing passage of the beam 
or light between light and dark areas or bars and 
75 spaces in the symbol 65 (dark produces a binary 
"0" and light a binary w 1 n in the illustration). A bar 
code symbol can be distinguished from other im- 
ages by the spacing between transitions 68 as a 
function of time, or similar patterns of the signal. 
20 These distinguishing features can be checked by 
the code executed by the CPU 40 after the data is 
loaded to the memory 41 . One data format used to 
load bar code data to the memory 41 is a ser 
quence of numbers corresponding to the time be- 
25 tween transitions 68. The bar code symbol 65 of 
Figure 6 usually includes start and stop characters, 
and often a check sum is included in the encoded 
data, so the validity of the bar code symbol as read 
may be readily checked by the code executed by 
30 the CPU 40 when the data is in the memory 41. 

In a typical operation, a user may be located in 
a receiving or stock room of a commercial or 
industrial establishment, where this user would aim 
the remote unit 15 of Figure 5 at a bar code 
35 symbol 65 of Figure 6 on a package of interest and 
pull the trigger 54. This trigger pull initiates a scan 
operation wherein the laser diode 58 is activated, 
the scanning motor 60 is energized to oscillate the 
mirror 59, the detector 46 is powered-up, and so 
40 bar code data is produced for entry to memory 41 
via the data acquisition circuitry. Alternatively, of 
course, using a wand of Figure 5a, the user would 
actuate the reader and move the wand 64 across 
the bar code symbol. In either case, this bar code 
45 data is loaded to memory 41 then the data may be 
processed to check for validity using routines ex- 
ecuted by the CPU 40, and if valid then a data 
packet is defined in the memory 41 according to 
the protocol as will be described, then the RF 
50 transceiver 44 is activated by a command sent 
from the CPU 40, the encoded data packet is 
loaded to the transceiver 44 from the memory 41 in 
a sequence of bytes, and an RF transmission ac- 
cording to Figure 2 is initiated, i.e., listen during to 
55 then transmit a packet 17 if quiet. The base station 
12, 13 or 14 receives the RF transmission packet 
17 from the remote unit 15, decodes it on the fly, 
checks for errors, sends an RF acknowledge signal 
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packet 18 to the remote unit 15 during the precise 
time window, and reformats the data in memory 31 
by instructions executed by the CPU 30 for send- 
ing to the host computer 10 via communications 
link 11. The packet 17 from the remote unit 15, or 5 
the acknowledge packet 18 from the base station, 
may contain instructions about when the remote is 
to initiate another exchange to get the answer to its 
inquiry. After receiving the data relayed by the 
base station, the host computer 10 performs what- 10 
ever database transaction is needed, then sends a 
response back to the base station via link 11, which 
the base station holds in memory 31 for sending to 
the remote unit 15 when another exchange occurs 
using the protocol of Figure 2 and as described 75 
below. When the remote unit 15 has received the 
data sent by the host computer in response to its 
inquiry (relayed via one of the base stations), some 
indication may be displayed to the user by the 
LCD display 49 on the hand-held unit of Figure 5, 20 
or of Figure 5a. For example, the data sent from 
the host computer 10 may tell the user of the 
remote unit 15 to take some action with respect to 
the package which had the bar code symbol on it 
just read by the trigger pull, i.e., place the package 25 
in a certain bin, etc. For this type of operation, the 
response time from trigger pull to the answer ap- 
pearing on the display 49 should be short enough 
as to be hardly noticeable, e.g., one second or 
less. 30 

The type of operations as just described place 
several requirements upon the system. First, the 
remote units should be relatively light in weight and 
small in size, and of course should not require a 
wire connection to the central station. Battery op- 35 
eration is thus dictated, but the batteries should not 
have to be large or heavy, and frequent recharging 
is to be avoided. Line-of-sight communications, as 
by an infrared link, are inconvenient in this environ- 
ment because of obstructions and restrictions in ao 
field of view, so RF is preferred. An RF link often 
imposes the burden of F.C.C. regulations, both for 
restrictions on the equipment and components em- 
ployed and frequency bands used, but also for 
licensing of individual users or sites. The effects of 45 
these requirements are minimized as will be seen. 

A more detailed view of the contents of trans- 
mitted packets 17 or 18 is seen in Figure 7. The 
two packets 17 and 18 are the same in general 
format, so only one is shown. A packet 17 begins 50 
with a start signal 72 of fixed length which is used 
to give notice to the receiver that a packet is 
beginning and also to synch the receiver; in addi- 
tion the start signal may be coded so that only 
base stations and remote units for this particular 55 
network will respond (there may be overlapping 
networks owned by different businesses). Next, a 
3-byte header 73 is sent, and, as seen in the 



expansion view, the header contains a 13-bit 
devjce-identification field 74 or "handle"; each re- 
mote unit 15 also has a serial number of 24-bit 
length so no two remote units 15 need ever be 
manufactured having the same serial number, but 
to save needless transmission of data this field 74 
is shortened to a 13-bit handle, allowing 2 13 or 
8192 remote units to be on one network with 
unique handles. This handle is given to the remote 
unit 15 during an initialization or power-up proce- 
dure when the remote unit is connected to a base 
or host by a direct cable. After the device-ID field 
74, the header 73 includes a 5-bit "size" field 75 
which says how many bytes of data are to follow, 
the permitted size being from zero to twenty-two 
bytes of data. Thus a "byte count" type of protocol 
is used, as has been used in previous packet-type 
serial communications protocols. The 5-bit "size" 
field 75 allows 2 s or thirty-two codes to be sent, 
but only twenty-three are needed for conveying the 
size information, so if no size information need be 
sent in a given packet then other commands or 
messages can be sent in this field, such as a NOP 
for merely signalling presence of a remote unit or 
for allowing the base station to send back data if 
any is waiting. Next, the header 73 contains two 3- 
bit fields 76 and 77 representing the record num- 
ber and acknowledgement number, respectively; if 
an amount of data exceeding 22-bytes must be 
sent (as when downloading code from the host 
computer 10 to a remote unit 15 for execution by 
the remote's CPU 40 when changing operating 
modes, for example), then this data is split into 22- 
byte packets which are numbered consecutively, 
counting modulo-8, and each must be acknowl- 
edged by number. In the usual bar code reading 
transaction, the packets 17 and 18 will be of 22- 
bytes or less, so the function of the record and 
acknowledge counting will be of less importance. 
Following the header 73, a data field 78 of 0-to-22 
bytes is transmitted, and a CRC field 79 concludes 
the packet. The CRC field contains a calculated 
function of all the bits of the header field 73 and 
data field 78 for CRC checking; if the receiving 
device (remote unit 15 or base station) receives a 
packet 17 or 18 but the CRC calculation of what is 
received does not agree with the CRC field 79 
received, the packet is discarded and not acknowl- 
edged, so it will be resent by the transmitting 
device after a timeout period. As illustrated in Fig- 
ure 7, the portion of a packet 17 or 18 after the 
start symbol 72 is from seven to twenty-nine bytes 
long; if data to be sent exceeds 22-bytes, then a 
code can be included in the field 75 (a value above 
twenty-three) to indicate more is coming. 

The remote unit 15 does not have to execute 
extensive computations while it is either transmit- 
ting or receiving packets 17 or 18. Instead, the 
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packet 17 is completely made up in the memory 
41 before the transceiver 44 is activated, then 
during the fixed receive window for the packet 18 
the incoming data is merely copied to the memory 
41 without interpretation, so all decoding or com- 5 
putation is done after the exchange. This remote 
unit need not be concerned about receiving any 
further messages from a base station until the 
remote unit is ready. The remote unit 15 manages 
or schedules its own packet communication oper- w 
ations, instead of being a slave of the host or base 
stations. The base stations 12, 13 and 14, on the 
other hand, must be ready to receive one of the 
exchanges of Figure 2 at any time, so the tran- 
sceiver 34 must be activated at all times, then 15 
when a packet 17 is received it must be imme- 
diately decoded, checked, acknowledged by a 
packet 18, and data sent on to the host computer 
10; when a reply message is sent back to this base 
station from the host computer 10 it must be for- 20 
matted and stored in memory 31 ready to send 
back to the remote unit 15 when another exchange 
of Figure 2 is initiated by that remote unit 15. 
During this time, packets 17 may be received from 
other remote units, and these must be acknowl- 25 
edged with a packet 18 at the 5-msec timing of 
Figure 2. Accordingly, the base stations have a 
much greater computation burden imposed upon 
the CPU 30, compared to the CPU 40 in a remote 
unit, and the RF transceiver 34 must operate con- 30 
tinuousiy and recognize incoming signals at any 
time rather than being off most of the time. The 
transceiver 34 cannot merely save the received 
data in memory then shut itself off (the data being 
evaluated later by the CPU), as is done in the 35 
remote units 15. 

The standard protocol represented by the ex- 
change of Figure 2 using the packets of Figure 7 is 
best for short interactive messages of the type 
routinely encountered in bar code reading, but this 40 
standard protocol does not handle transfers of 
large amounts of data very efficiently. When a 
large block of data is to be transmitted using the 
standard protocol the data must be broken into 22- 
byte segments and a separate exchange of Figure 45 
2 implemented for each segment. There will now 
be described three alternative modes or extensions 
to the protocol to address the issue of block data 
transfers: a "variable length exchange" for ex- 
changing data with a single remote unit 15, a 50 
"broadcast mode" for broadcasting to several re- 
mote units 15 at the same time, and a "fixed-time 
broadcast mode" for sending blocks of data from 
the host to the remote units. These alternative 
modes use the same circuit and system construe- 55 
tion as disclosed above, but may use more mem- 
ory in the remote unit memory 41 and the base 
unit memory 21. Also, it may be noted that units 



having these three alternative modes may be used 
in a network mixed with units not supporting these 
modes, in which case the modes will be merely 
inoperative and the network will operate with the 
standard protocol without the extensions (i.e., 
downward compatibility is provided, rather than the 
entire protocol being unworkable when units are 
mixed). 

As described above, in the standard protocols 
used for the link 11 and the RF link, data flow 
between an application program being executed in 
a remote unit 15 and an application program ex- 
ecuting in the host computer 10 is always in the 
form of messages, where a message consists of 0- 
to-512 bytes of data of arbitrary value. If a mes- 
sage is 0-to-22 bytes, it is sent as a single packet 
17, with the packet type defined in field 75 as type- 
0 through type-22, according to the number of 
bytes in this message. If the message is longer 
than 22-bytes, it is broken into a sequence of 
packets 17, the last of which is type 1-to-22 and 
contains 1-to-22 bytes; the others are all type-23 
and contain 22-bytes each. For a given direction of 
data flow, e.g., remote-to-base, only one packet 
may be sent per exchange of Figure 2. Up to four 
packets may be sent in one direction without re- 
transmission before acknowledgement from the 
other end, and these are signaled in the record 
number and acknowledgement number fields 76 
and 77 of the packet of Figure 7. That is, a remote 
unit 15 sends four of these sequential packets 
before resending the first one if no acknowledge- 
ment packet has been received from the base 
station. 

As an alternative to this standard protocol, first, 
a variable-length exchange between a base station 
12, 13 and a single remote unit 15 will be de- 
scribed. Referring to Figure 7a, according to one 
alternative, an extension to the standard protocol is 
to allow up to four packets 17 to be sent in one 
exchange. A type-25 packet indicated by the field 
75 is defined to mean a continuous flow of up to 
four packets. For instance, if a remote unit 15 has 
in its memory 41 ready to be transmitted two type- 
23 packets 17a and 17b, and a type-15 packet 17c, 
it temporarily renames the type-23 packets to type- 
25 packets, meaning a continuous flow of up to 
four packets are in this group. When it then ini- 
tiates an exchange, it sends the type-25 packets 
17a and 17b followed by the type-15 packet 17c 
and then listens for the response packet 18 from 
the base station. Each of these transmitted packets 
17a, 17b and 17c uses a full 5.0 milliseconds 
(excess time filled with nulls) to allow the base 
station some time from the end of one packet to 
the beginning of the next to realize that it is not yet 
time to respond. The transmitter 44 of the remote 
unit 15 remains on for the full 15-milliseconds of 
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packets 17a-17c for CSMA purposes. The base 
stations can also send type-25 (continuous up to 
four) packets to the remote units. If the base station 
is sending multiple packets to the remote as illus- 
trated in Figure 7b, it can send these packets 18a, 
18b and 18c one right after the other (3.6 millisec- 
onds apiece) since the remote unit 15 is merely 
storing them in memory 41 for later processing by 
the CPU 40. Of course, the remote unit must 
preallocate enough of the memory 41 to absorb up 
to four packets and keep its receiver 44 on for a 
long enough time. If a very long string of type-23 
(22-byte) packets are to be sent, each exchange 
can handle up to four packets, the last of which is a 
type-23 and the others being type-25. Except for 
the purpose of the exchange, there is no difference 
between type-23 and type-25. Since the server or 
host 10 is not involved with exchanges, the pro- 
gram executed by the CPU 20 does not have to 
take into account type-25 packets at all. The pro- 
grams executed by the CPUs 30 and 40 are re- 
sponsive to receipt of a field 75 exhibiting a type- 
25 code in order to extend the time for listening by 
RF transceivers 34 or 44, or responding by RF 
transceiver 34. 

Referring to Figure 7c, the "broadcast mode" 
will be described. There are situations where a 
large amount of data is to be moved, such as when 
downloading price lists or new programs from the 
host 10 to the remote units 15, and for this purpose 
an alternative protocol with a large window size 
may be implemented. This situation is normally 
asymmetric (while a download is in progress, the 
remote has little information to send to the host, 
except acknowledgements), and is usually in the 
direction of host-to-remote. The "variable length" 
alternative protocol of Figures 7a and 7b handles 
large data blocks in bursts of four packets, with 
each four packets requiring an acknowledge pack- 
et, which slows down the overall data rate for a 
large block. Thus, as seen in Figure 7c, an alter- 
native "broadcast mode" protocol is provided in 
which the return packet 18 is expanded to a large 
number of packets 18a-18n; a packet type (type- 
26) is assigned to this broadcast window mode to 
be indicated by the field 75; the acknowledge and 
packet number fields 76 and 77 of Figure 7 are 
concatenated to form a six-bit packet number field 
76a in the header of each one of the packets 18a- 
18n as seen in Figure 7c. The remote unit 15 
sends a special acknowledge packet 17 after every 
thirty-two packets 18a-18n it receives. This special 
acknowledge packet 17 (type-27) will have an extra 
byte in the data field 78 to contain the six-bit 
acknowledgement number. The host 10 will not 
explicitly acknowledge these special acknowledge 
packets it receives (via base stations) from the 
remote unit; instead the acknowledgement will be 



implied by the fact that the packet numbers con- 
tinue to advance. Note that the base stations are 
not involved in this alternativ protocol (except of 
course as a vehicle to transmit and receive the 

5 packets as before) since they are not concerned 
with remote windows; if the host 10 sends to the 
base stations a packet containing a type-26 in the 
field 75, then the base stations send it out as such 
on the next exchange initiated by the remote units, 

10 then wait for a type-27 response after the last 
packet 18n and send this response on to the base 
10. This broadcast mode of Figure 7c is imple- 
mented independently of the variable length mode 
of Figures 7a and 7b. 

rs Another alternative mode of operation which 

may be added to the protocol is referred to as the 
"fixed-time broadcast mode", and is useful when 
many remote units are to be given the same in- 
formation at the same time, such as a new price 

20 list or software. If these remote units are stationary 
and served by a single base station for a minute or 
so, the base station can transmit to all of the 
remote units 15 simultaneously. Since the remote 
units cannot scan for packet headers in real time 

25 (i.e., are in the receive mode only after sending a 
packet 17), it must be insured that each remote 
unit 15 knows precisely when the next packet 18 is 
coming. 

Assume that the host 10 is to do a fixed-time 

30 broadcast from a base station and that the remote 
units 15 initiate an exchange of Figure 2 every ten 
seconds to "check in". The host 10 will pick a time 
at least ten seconds in the future when the fixed- 
time broadcast is to begin, and inform the base 

35 station of this selected time T, of Figure 7d. When 
each remote unit initiates an exchange by packet 
17 of Figure 7d to check in, it will be informed in 
the acknowledge packet 18 of the selected time T f 
of the beginning of the broadcast, and also of the 

40 total number of bytes and packets in that broad- 
cast. The remote unit will allocate the memory 41 
for broadcast reception and mark time until the 
broadcast begins at T,. 

At the designated time T f , the base station will 

45 transmit a burst of sixteen consecutive packets 18V 
without a packet 17 to begin the transmission, as 
seen in Figure 7d. The transmission time for the 
sixteen packets 18* is 62.6 milliseconds. The first 
five milliseconds of transmission are a field 72' of 

50 random chips to allow for the possibility of a non- 
participating remote unit 15 attempting an ex- 
change just after T, at the beginning of the trans- 
mission. The normal CSMA logic should prevent 
remote units from attempting exchanges during the 
55 rest of this transmission; any attempted exchange 
by another remote during the transmission time 
should fail. 

Following the transmission of the sixteen pack- 
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ets 18' will be period of time T } before the next 
transmission. The time period Tj must be precise 
so that the remote units know precisely when the 
next broadcast transmission will occur. It must be 
long enough for the slowest of the participating 5 
remotes to completely digest the previous trans- 
mission, and this will be from perhaps 15-to-100 
milliseconds, depending on the speed of the re- 
mote processor 40. In no case should it be less 
than 15-milliseconds, otherwise conventional ex- io 
changes from both participating and nonparticipat- 
ing remote units would be shut out. Another con- 
sideration is that the base station must have an- 
other sixteen packets ready to go before the next 
transmission time. If there is a bottleneck anywhere 75 
between the host 10 and the base station, the 
intertransmission time period Tj must be long 
enough to allow for it. 

Since each remote unit knows the total number 
of packets in the broadcast before the fixed-time 20 
broadcast of Figure 76 begins, it knows when the 
broadcast is finished. It also knows when each 
packet 18' was supposed to have been transmitted, 
and can keep a list of which packets it did not 
receive. Note that the broadcast windowing scheme 25 
of Figure 7c does not apply here, since the broad- 
cast windowing scheme implies a unique full du- 
plex data path between each remote and the serv- 
er. When the fixed-time broadcast of Figure 7d is 
complete, each remote unit 15 will report in with 30 
the normal exchange mechanism. If the number of 
packets to be retransmitted is large, or if some 
packets need to be sent to more than one remote 
unit, the host 10 can set up another fixed-time 
broadcast to do this. Otherwise, the standard pro- 35 
tocol will be used for the cleanup. 

The fixed-time broadcast mode works best 
when all participating remote units can be reached 
from a single base station. This is always the case 
if there is only one remote unit. If the remote units 40 
are spread out among several base stations, the 
broadcast will have to be repeated for each base 
station. As an alternative construction, a third RF 
transceiver 34 is added to each of the base sta- 
tions, or if normal exchanges were suspended, 45 
each base could use a separate frequency and do 
the broadcasts in parallel, but this would com- 
promise the above mentioned design philosophy. 

Another consideration is that the base station 
doing the broadcast should have an efficient con- 50 
nection to the host 10 by the link 11, either direct 
or coaxial. If the base station is several RF hops 
from the host 10, the bandwidth through the net- 
work of base stations will be a severe limiting 
factor. 55 

Assuming a fixed-time broadcast mode trans- 
mission every 80-milliseconds, which is 62.6 mil- 
liseconds for the transmission and 17.4 millisec- 
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onds between transmissions, the data rate will b 
12.5*22*16 or 4400 bytes per second. It would take 
three minutes and 47-seconds to broadcast a full 
megabyte at this rate. 

The spread-spectrum RF transmission used in 
a preferred embodiment for the RF link between 
remote units and base stations will be described 
according to one feature of the invention. 

The RF transmission method used for the 
packets 17 and 18 of Figures 2 and 7, i.e., all 
packets or replies sent between remote units 15 
and base stations 12, 13 and 14, (or RF commu- 
nication between base stations if this method is 
used) utilizes the spread spectrum RF modulation 
technique, i.e., the transmitted signal is spread over 
a wide frequency band, much wider than the band- 
width required to send the digital information in the 
packets 17 and 18. Reference is made to R. C. 
Dixon, "Spread Spectrum Systems", published by 
Wiley & Sons, 1976, for details of design, construc- 
tion and operation of this type of RF equipment. A 
carrier is frequency modulated in the transceivers 
44 or 34 by a digital code sequence (stored in 
memory 41 or memory 31) whose bit rate is much 
higher than the information signal bandwidth. The 
information signal bandwidth during one of the 
packets 17 or 18 is only about 6O-KH2 (29-bytes of 
data in about 4-msec in this example). But instead 
of merely transmitting the 29-byte data packet in 
its straightforward form, the data to be sent is first 
expanded or spread to replace each single bit of 
data with an 11 -bit set. That is, each binary "1" 
becomes "11111111111" and each binary "0" be- 
comes "00000000000"; in the remote unit this ex- 
pansion is done in the memory 41, by a routine 
executed by CPU 40, or in the base station it is 
done in the memory 31 by code executed by the 
CPU 30. The 11-bit-for-one spreading factor is cho- 
sen as a compromise of various RF bandwidth 
considerations and the like; other spreading factors 
could be used, but the F.C.C. requires at least a 
ten-to-one spread so this 11-to-1 is about the mini- 
mum. In any event, the 29-bytes or 232-bits of data 
becomes 11x232 or 2552 bits in memory 41, plus 
the 48-bit start symbol, resulting in a 2600-bit mes- 
sage length (maximum) in memory 41. Next, this 
expanded data is combined (exclusive-ORed) with 
a pseudorandom binary code value before being 
used to modulate the carrier; this binary code value 
is also stored in the memory 41, and the exclusive- 
OR logic function used to combine the data and 
code is implemented by instructions executed by 
the CPU 40 accessing the memory 41. The 
pseudorandom binary code value chosen is unique 
to this network, and may be changed under control 
of the host computer for security or to avoid cros- 
stalk if other networks are operating in overlapped 
areas. The length of the pseudorandom binary 
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code value, i.e., number of bits before repeating, 
must be at least 127-bits according to F.C.C. regu- 
lations for spread-spectrum transmission in this 
band; above this value, the length of the 
pseudorandom code is chosen depending upon 
security and computation time constraints, and in 
this example embodiment a value of greater than 
2600 is used so there is no repeat during a mes- 
sage frame. The coded data is applied from the 
memory 41 to the RF transceiver 44 via the bus 42 
in parallel or serial format, and the data is used in 
the transceiver 44 to modulate a carrier in the FSK 
manner, i.e., each binary "1" causes a voltage- 
controlled oscillator to operate at one frequency, 
and each binary "0" causes the oscillator to op- 
erate at another preselected frequency. The band 
specified by the F.C.C. for this type of unregulated 
and unlicensed use is 902 to 928 Mhz, so the 
oscillator uses a pair of frequencies in this band; as 
required by the F.C.C. these frequencies are at 
least one-half the baud rate apart. Each "channel" 
in this example uses about 0.4 MHz bandwidth, 
and the channels are 1-MHz apart. The spread 
spectrum modulation technique chosen for this em- 
bodiment of the invention may be characterized as 
"narrow-band direct sequence", in that the band- 
width of the spread is relatively narrow, about 
666,667 chips per second rate, where a "chip" is a 
discrete signal frequency output from either of the 
transceivers 34 or 44. That is, the RF transmitted 
frequency is switched between two discrete fre- 
quencies, in this case switching (or potentially 
switching, depending upon the binary data) every 
1.5 microsecond, each of these 1.5 microsecond 
periods being called a "chip". The RF transceivers 
are able to operate at a number of different carrier 
frequencies or "channels" within the band of 902- 
928 MHz (for example, sixteen different carrier 
frequencies) so that interference on any particular 
frequency may be avoided by merely changing to 
a different frequency, but the transceivers will tend 
to stay on a single frequency for prolonged periods 
of time when there is no need to change. 

Referring to Figure 8a, the transmitted signal 
from a remote unit 15 to base station, or return, is 
seen to be frequency modulated in a manner to 
switch between two frequencies, but to dwell at one 
of these frequencies for a period 80 or "chip" of 
1.5 microsecond for this example. This signal is 
detected and demodulated to produce an analog 
output voltage as seen in Figure 8b. The demodu- 
lation produces a logic "1 " whenever the signal is 
above a threshold 81 (corresponding to one of the 
frequencies), or a logic "0" whenever the signal is 
below this threshold (corresponding to the other of 
these two frequencies). This detected binary signal 
is sampled at three times the "chip" rate of 
666,667 Hz, i.e., sampled at 2-MHz, producing 



three "sets" of binary strings A, B and C as seen 
in Figur 8c. These three sets are loaded to mem- 
ory 41 in the remote unit. 15 for processing after 
the packet 18 is received, or examined in a high- 
5 speed decoder in the base station in real time as 
the packet 17 starts to come in. Each one of the 
sets A, B or C, is tried for a pattern fit by being 
exclusive-ORed with the first 44-chip pattern (which 
corresponds to the start symbol 72 of Figure 7) of 
10 the same pseudorandom binary code value used 
for encoding upon transmission, to see if the 44-bit 
start symbol 72 is present - if so, the immediately 
following chips will upon decoding produce 11 -bit 
strings of Ts" or "0's". Note that the 44-bit start 
75 symbol is accepted as "good" even if only about 
35-of-44 bits or more match, because the probabil- 
ity of 35-of-44 being a valid transmission instead of 
noise or a crosstalk signal is very high (for random 
noise, 22-of-44 will be valid, on average). Likewise, 
20 the algorithm used to decode and despread the 
data part of the message frame or packet may be 
configured to accept less than full 11 -bit strings, 
i.e., if one or two bits are wrong, there is still a high 
probability that the data is good, and so the string 
25 is accepted as a valid bit anyway. 

Referring to Figure 9, the transceiver 44 in a 
remote unit 15 is shown in more detail. The tran- 
sceiver circuitry in connected to the bus 42 by an 
interface 85 which is connected to an address bus 
30 42a, a data bus 42b and a control bus 42c making 
up the standard 8088 or V-25 bus 42. The interface 
85 contains registers addressable in the I/O space 
of the CPU 40 to load commands or data to the 
transceiver 44, or to receive data from the tran- 
35 sceiver. The transmitter part of this circuit includes 
a voltage-controlled oscillator 86 to which is ap- 
plied serial binary data via line 87 from the mem- 
ory 41 through the interface 85, using conditioning 
circuitry 88 as may be required for level shifting. 
40 The output 89 of the voltage controlled oscillator 86 
is coupled through a power amplifier 90 to a T/R 
switch and antenna switch 91 . This switch circuitry 
91 is controlled by a T/R control signal on line 92 
and an antenna select signal on line 93 coming 
45 from the interface 85. Two printed dipole antennas 
45a and 45b are available, so when a transmission 
fails on one then the other antenna can be tried; 
the two antennas are positioned in different parts of 
the housing 55 of the hand-held unit 15, in the 
so example embodiment the antennas are one-quarter 
wavelength or about 3-inches apart, so, depending 
upon the environment, one maybe found to pro- 
duce a clear signal when the other does not. I/O 
instructions executed by the CPU 40 actuate the 
55 T/R control and antenna select on lines 92 and 93. 
A power control 94 is also activated by control 
lines 95 from the interface 85 (and thus from the 
CPU 40) to switch on or off the supply voltage 
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going to the transmit circuitry via line 96 or to the 
receive circuitry via line 97. The transmitter is 
switched off when not being used to reduce power 
dissipation, but may be very quickly turned on and 
brought on line because there are no F.C.C. con- 
straints on spillage in the band used, and the 
receivers are able to follow the signal by AFC 
circuitry. The receive circuitry includes an RF am- 
plifier 98, a mixer 99, and an IF amplifier stage 100 
filtered at 45-MHz, with the local oscillator being a 
voltage-controlled oscillator 101 operated by a syn- 
thesizer 102 to produce a 947 to 973 MHz fre- 
quency (45-MHz above the frequency being used). 
The synthesizer 102 receives the 2-MHz clock from 
the CPU 40 via line 103, and generates inputs to a 
differential amplifier 104 whose output controls the 
oscillator 101, with feedback from the oscillator 
output through an appropriate divider 105. The 
particular frequency of operation is selected in the 
synthesizer 102 by a binary code loaded to input 

106 via interface 85 from the CPU 40. The output 

107 of the IF stage 100 is applied to a detector 108 
responding to the FSK modulation to produce a 
serial binary data output on a line 109 correspond- 
ing to Figure 8b, and this data output 109 is 
applied to the interface 85 to be sampled at 3X the 
chip rate as explained above to produce the three 
binary datastreams A, B and C to be loaded to the 
memory 41. The detector circuit 108 also produces 
an automatic frequency control or AFC output 110 
via differential amplifier 111, and this AFC voltage 
is fed back to the conditioning circuitry 88 for the 
voltage-controlled oscillator 86 of the transmitter. 
Thus, while the transmitter is operating, the receive 
channel is also powered up to produce the AFC 
voltage on line 110 to adjust the frequency of the 
oscillator 86. In addition, the detector 108 produces 
a voltage on the line 112 representing the signal 
strength when in the receive mode, and this volt- 
age is available to be read by the CPU 40 at the 
interface 85; in this way the signals produced by 
the antennas 45a and 45b can be compared, and 
the also various available frequencies checked for 
RF signal levels. This information may be used in 
an algorithm to select the optimum transmit/receive 
channel. The circuit of Figure 9 may be construct- 
ed with commercially-available integrated circuit 
devices; for example, an MMBR901 device may be 
used for the oscillators 86 and 101 and RF am- 
plifier 98, the power amplifier 90 may include this 
MMBR901 device and an MMBR571 device, the 
synthesizer 102 may be an MC145158 device, and 
the detector 108 may be an MC13055 device. PIN 
diodes are used for the antenna select switches 
and the T/R switch in the circuitry 91 . The range of 
a transmitter of this construction is about 500 feet, 
in a commercial environment, at a power of about 
one watt; the transceiver consumes about 100 mA 



in the receive mode and about 450 mA in a trans- 
mit mode. 

Referring now to Figure 10, the transceiver 34 
is shown in more detail. This circuitry may be in 
5 large part the same as that of Figure 9, with certain 
critical exceptions. The oscillator 86 with its con- 
ditioning circuit 88 and AFC feedback 110 is the 
same, as is the power amplifier 90. The power 
supply control 94 of Figure 9 is not used in the 
10 base station, however, because the receiver must 
be operating at all times and of course there is no 
concern for battery drain. Serial binary data from 
the memory 31 is applied to input 87 from the 
interface 85 which is connected to the bus 32 
75 consisting of a 16-bit address bus 32a, a 15-bit 
port bus 32b, a control bus 32c and a 24-bit data 
bus 32d, as is defined for the DSP56001 device 
used in one example; if a V-25 microprocessor is 
used, then of course the bus 32 will correspond to 
20 an 8088-type bus. The port bus 32b for a 
DSP56001 has fifteen lines used as either inputs or 
outputs by the microprocessor device 30, and so 
these can be used in place of the I/O registers 
mentioned above for the 8088 device in Figure 9. 
25 The RF amplifier 98, mixer 99 and IF amplifier 100 
are the same as in Figure 9, as is the local oscilla- 
tor 101, and the synthesizer 102. The binary input 
1 06 to select the frequency of the synthesizer may 
be parallel rather than serial, for loading from the 
30 port bus 32b via interface 85. The transmit/receive 
selector circuit 91 is the same as in the remote 
units 15, but the antenna select may have more 
than two antennas, i.e., antennas 35a, 35b, 35n to 
select from (for example, eight), and the antenna 
35 select control on lines 92 is therefore more than 
one bit The CPU 30 sends a multi-bit control via 
port bus 32b to select the antenna 35a, 35b...35n 
to be used. An important difference is that the 
serial data output from the detector 108 on line 109 
40 is connected to a dedicated 144-bit (i.e., 3x48-bit) 
shift register 115 which is clocked at 2-MHz by 
clock input 116 from the CPU 30, to look for the 
48-chip start symbol 72 in real time. In this man- 
ner, the most recent 144-bits of received, detected, 
45 sampled RF, representing forty-eight chips 80 of 
the signal of Figure 8a detected as seen in Figure 
8b, and sampled at the rate seen in Figure 8c, are 
available in the register 115 at any given time. The 
content of this shift register 115 is decoded in real 
so time, evaluated once every 2- MHz clock period, by 
a decoder 117 representing the pseudorandom bi- 
nary code value used in the exclusive-OR function 
in the remote unit 15 to encode the data. This code 
value may be changed in the decoder 117 by 
55 loading a new binary number from the CPU 30 via 
interface 85 using the port bus 32b and input 118. 
Or, alternatively, the code used in the decoder 117 
may be fixed by using a PROM device for this 
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network or for this particular base station. When a 
valid 48-bit start signal 72 of a packet 17 is recog- 
nized in the decoder 117, using whatever level of 
confidence is selected (all the bits need not be 
valid), a signal is produced on the output 119 to the 5 
interface 85, which is recognized by the CPU 30 to 
mean that a valid packet 17 is incoming and so the 
serial data on line 109 is from that point copied to 
memory 31 through the intermediary of loading 
serially to a register in the CPU 30 then the CPU w 
executes move instructions to load to the memory. 
Since only one of every three samples is the best 
data, then only every third bit need be transferred 
to the memory 31, or it can all be loaded and the 
CPU 30 can discard 2/3 of the incoming data on 75 
line 109. Another difference in this transceiver cir- 
cuitry of Figure 10, compared to Figure 9, is that 
the RF signal strength output 112 from the de- 
modulator 108 is an analog signal applied to a level 
detector 120 which receives a multi-bit value on 20 
lines 121 from the port bus 32b, so an output 122 
from this threshold level detector 121 is available to 
be read by the CPU 30 via its port bus 32b. In this 
manner, the CPU 30 executes an algorithm to 
check the RF channels by switching RF frequen- 25 
cies among the sixteen or so available (via input 
106 to the synthesizer), switching the antennas (via 
input 92 to the antenna select), and defining the 
level to look for (via lines 121), while for each trial 
copying the output 122 to memory 31. The opti- 30 
mum frequency for the carrier (in the 902 to 928 
MHz band), and the optimum antenna 35a to 35n, 
can thus be selected. 

Referring to Figure 11, a flow chart of one 
example of a type of program executed by the 35 
CPU 40 in the remote unit 15 is illustrated. For this 
example it is assumed that the laser-scan bar code 
reader of Figure 5 is being used as the data 
gathering device. The idle state of the program is a 
loop indicated by decision block 125 which tests to 40 
see if the trigger 54 is pulled, and when "yes" the 
scan is initiated by activating the laser source 58 
and the scan motor 60, indicated by the block 126. 
The CPU 40 then enters a loop 127 to wait for bar 
code data from the device 43; if no valid bar code 45 
data is detected by the end of a time-out period 
indicated by decision point 128, then control is 
returned to the start loop 125. If bar code data is 
detected, then block 129 is entered to load the bar 
code data to the memory 41 and check its validity so 
using whatever criteria is appropriate for the spe- 
cific use. Next, the decision point 130 determines 
whether or not a packet transmission is needed, 
and if so a routine 131 is entered to make up the 
packet by adding the start symbol 72, header 73 55 
and the CRC field 79; if the byte count is less than 
twenty-nine for the data field 78, then nulls are 
added after the CRC field to provide a fixed trans- 



mission time. A routine 132 is then used to spread 
and encode the packet, and next the receiver is 
activated at point 133 by signalling the power sup- 
ply 94 to apply supply voltage to the receive com- 
ponents via line 97 in Figure 9. The CPU then 
queries the output 112 to see if the channel is 
quiet, indicated by decision point 134; if not, a wait 
loop 135 is entered to delay a selected time before 
retrying by going back into the activate receiver 
block 133. If the channel is quiet, the receiver is 
deactivated, and the transmitter circuitry is acti- 
vated at the block 135, and a timer started to 
define the time periods of Figure 2, indicated by 
the block 136. Bytes of the transmit packet 17 are 
loaded from the memory 41 to the transmitter by a 
loop routine 137 which counts the bytes, and when 
ail have been loaded the time-out to determine the 
time t2 is entered at decision block 138. When the 
time-out is reached, the receiver is activated at 
point 139, and a loop 140 is entered to load all of 
the A, B and C samples from the transmitter to the 
memory 41. When +U is reached, the receiver is 
deactivated at block 141, and the CPU enters a 
routine 142 to test each of the A, B and C sample 
data streams corresponding to the time ta to gen- 
erate a correlate-level indicating the degree to 
which there is correlation with the expected start- 
symbol decode for a valid packet. The highest 
correlate-level is picked (A, B or C), and tested at 
decision point 143 against the threshold estab- 
lished for assuming a good packet (e.g., 41-of-48). 
If this test fails, then it is assumed there was no 
acknowledge packet 18 received, and the packet is 
resent by re-entering the flow at block 133 via path 
144. If the test passes, then the CPU decodes and 
despreads the selected A. B or C data stream, at 
blocks 145, and performs a CRC check at point 
146. If CRC fails, the packet 18 is discarded and 
the path 144 to resend is entered. If CRC passes, 
the CPU enters a routine 147 to see if a call-back 
request is included in the data in the packet 18, 
and if so then a timer is loaded at point 148 to 
begin counting down the period requested by the 
base station in the acknowledge packet. A standard 
call-back packet 17 is generated in the memory 41 
by a routine 149, containing no data field but 
merely functioning to allow the base to send data 
to this remote unit. A loop 150 is entered to wait for 
time-out of the period set in block 148, and when 
reached the transmit function is entered by path 
144. If no call-back request was present, then the 
CPU takes whatever action dictated by the data, 
ordinarily including displaying received data at 
block. 151, then re-enters the start loop 125. 

Referring to Figure 12, a flow chart of one 
example of a type of program executed by the 
CPU 30 in one of the base stations 12, 13 or 14 is 
illustrated. An idle state of the program is a loop 
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Indicated by the decision blocks 155 and 156 in 
which the receive-RF indicator at line 121 is 
checked to see if a signal is being received from a 
remote unit, then if not the serial link 1 1 is checked 
to see if there is incoming data from the host 5 
computer. First, assuming the receive-RF signal is 
positive, the correlator including the register 115 
and decoder 117 is evaluating the incoming RF, 
decoding and despreading the RF input and check- 
ing whether code recognition decoder 117 indi- io 
cates a match, as indicated by blocks 157; if not 
the input is ignored and control returns to the start 
via path 158, but if so then a receive-packet se- 
quence is begun by starting a timer at block 159 to 
time out the period k of Figure 2. The data stream 75 
received via the RF signal is thereafter loaded via 
path 119 and bus 32 to memory 31, indicated by 
block 160. This received data is decoded and 
despread using routines executed by the CPU, as 
indicated by the block 161, then the CRC field 79 20 
is checked as indicated by the decision point 162. 
If the CRC compare fails, the packet reception is 
aborted and control returns to idle via path 158. If 
the compare is successful the device ID field in the 
data stream is checked against the table of valid 25 
IDs in memory by the CPU as indicated by the 
decision point 162, and if not matched then the 
reception is aborted and control returns to the idle 
or start state via path 158. If the device ID is valid, 
a time-out loop 164 is entered to wait for time so 30 
that the ACK packet can be loaded at 165 and sent 
at block 166. If data is waiting to be sent to this 
remote unit it will be included in the ACK packet, 
but if not then a mere acknowledgement is sent 
wherein the ACK packet is nulls, except for the 35 
header. The decision point 167 is entered to deter- 
mine from the content of the received packet if it is 
to be sent to the host 10. The remote units, when 
idle, send packets 17 to check in, periodically, so if 
data is waiting to be sent to a remote it can be 40 
returned in a packet 18; for these check-in ex- 
changes, no data need be forwarded from base to 
host. However, if data is being sent from remote 
unit 15 to the base (e.g., bar code data), then the 
data is sent via link 11 as indicated by block 168. 45 

The construction of the base stations and re- 
mote units as described above provides a method 
of selecting the quietest channel for operation, as 
has been referred to. The RF channel used is 
selected under CPU control via the input 106 to the 50 
synthesizer in Figure 9 or 10. A base station first 
operates on an initial channel, as might be set up 
upon power-on of the base and remotes, or upon 
initialization when the remotes are plugged into the 
base stations via RS232 connections to begin a 55 
day of operation or a shift. Periodically, or in re- 
sponse to a deterioration in signal quality, the base 
station switches through ail the other available fre- 



quency channels (i.e., other than the initial channel) 
to detect via the output 122 to the CPU an opti- 
mum channel (least interference or quietest chan- 
nel - least RF energy). In addition, the base station 
produces a value corresponding to the error rate in 
the initial channel, using the quality factor as de- 
scribed below; if the transmission error rate ex- 
ceeds a selected threshold level (quality is below 
standard) then the base station goes into a change- 
channel mode, in which a message is sent to each 
of the remote terminals that this base station com- 
municates with, advising that further communica- 
tion exchanges are to be at a new channel (the 
quietest channel). These messages are sent by the 
acknowledge packets 18 in response to the next 
exchange initiated by each remote unit 15, as when 
a remote unit checks in using the initial channel. 
Usually, the message will specify a given time in 
the future (long enough for all remotes to have 
initiated a check-in exchange) that will be the 
change-channel time. If a remote unit misses the 
message to change channels, its next attempted 
exchange using the initial channel will not be ac- 
knowledged; in this case, the remote will seek the 
correct channel by attempting each of the sixteen 
channels until an acknowledgement is received on 
the new channel. 

It is to be noted that the direct sequence 
spread spectrum RF modulation technique used in 
the example embodiment is to be distinguished 
from the frequency-hopping method in some 
spread spectrum systems; the frequency-hopping 
method consists of "spreading" a small number of 
data bits to a large number of chips of many 
different frequencies with a pseudo noise gener- 
ator, i.e., pseudorandom spreading over a large 
number of frequencies rather than the direct se- 
quence method used here. The pseudorandom fre- 
quency hopping method would be more costly to 
implement in this system, compared to the direct 
sequence method, because the RF circuitry need- 
ed in the remote unit as illustrated in Figure 9 
would be more complex and expensive. Thus the 
direct sequence approach employing only two fre- 
quencies is better suited for the present system, as 
the complexity is imposed upon the CPU to code 
and decode binary data, rather than upon the RF 
section to generate rapid switching of frequencies 
among a widely spread number of alternatives. In 
other systems having different objectives, the fea- 
tures of the invention may be used in a system 
employing the frequency-hopping method. 

The pseudorandom binary code value used to 
"exclusive-OR" with the data need not use an 
error-correcting code (although an error-correcting 
code may be used if desired). In the procedure 
used it is not intended to combat impulse noise in 
the RF spectrum. If a transmitted packet 17 or 18 
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gets clobbered by noise, then it will not be recog- 
nized by the decoder 117, or by the equivalent 
software decode from memory 41 in the remote 
unit 15, and so the packet will be retransmitted; if 
the remote unit 15 does not receive a packet 18 it 5 
will retransmit its packet 17 after a timeout period. 

The modulation method used in the trans- 
ceivers 34 and 46 is noncoherent FSK (frequency 
shift keying). This technique is vulnerable to certain 
kinds of jamming, such as a strong single fre- w 
quency (noise) within the 902-928 MHz band. This 
band is used for all types of equipment, with no 
restrictions, and may be used by RF melting equip- 
ment, etc., in the area. If jamming of this type 
occurs, the algorithms executed by the CPU 30 in 75 
the base station may be used to recognize the very 
high error level via input 122 and so a command is 
sent to the synthesizer 102 in the RF transceiver 
34 to select another of its sixteen frequency bands, 
and. hopefully the new one allows better transmis- 20 
sion. The feature of the RF transceiver 34 in a base 
station being able to measure the instantaneous RF 
energy at output 122 within any of the sixteen 
bands it can use, is an important one; this allows 
selection of the quietest bands available for the 25 
frequency used for the exchanges via packets 17 
and 18. 

The transceiver 34 in the base station responds 
to the synchronizing start signal 72 of a packet 17 
in real time by means of the register 115 and 30 
decoder 117, in contrast to the remote unit 15. The 
remote unit serializes the packet or chip sequence 
to the RF transmitter oscillator 86, then waits a 
precise amount of time (about 5-msec) f as estab- 
lished by a timer register controlled by the CPU 40 35 
counting the 2-MHz clock, and then samples the 
output 109 of the RF receiver 108 at precisely 
three times the chip rate as seen in Figure 8c. The 
samples are divided into three sample streams A, 
B and C, each datastream slightly longer than one 40 
packet 18 time, and stored in the memory 41. 
These sampled data strings are presumed to be a 
response packet 18 from the base. The CPUs 30 
and 40 are of course asynchronous, but the timing 
of the 2-MHz clocks for these CPUs in the remote 45 
units 15 and the base stations 12, 13 and 14 
should be matched to within about 40-ppm (parts 
per million, i.e., chips or 1.5-microsec periods of 
drift per million chips) so that during detection of 
one of the packets 17 or 18, which are a maximum 50 
of 2600 chips in length, the drift does not exceed a 
small fraction of a chip, i.e., a very small part of 1 .5 
microsec. This clock accuracy is available with low 
cost crystal oscillators. 

After the received data is in the memory 41, 55 
the code executed by the CPU 40 determines 
which of the three sample streams to use, and 
where in that stream the record starts. There are 



three levels of synchronization that the remote unit 
15 must achieve: phase sync, symbol sync and 
packet sync. Phase sync has to do with finding 
which of the three samples A, B or C per chip is 
nearest the center of the chip, and therefore most 
likely to represent the true value of that chip; as 
seen in Figure 8c, one of the sample sets A, B or 
C is usually more likely to be at about the center of 
the waveform of Figure 8b so this one will be most 
accurate, but one or two of the sets will be near the 
transition points and so will be the most indetermi- 
nate. Symbol sync is the alignment of the incoming 
chip stream with the starting point of the > 2600-bit 
long binary code value. Finally, record or packet 
sync is finding the beginning of the packet 17 or 
18. Since all transmissions to a remote unit 15 
begin with a fixed chip pattern (the synchronizing 
signal 72), the remote unit 15 accomplishes all 
three levels of synchronization at once by examin- 
ing the first few samples. To give a simplified 
example, suppose the fixed chip pattern is eight 
chips long and the record is believed to have 
started within a six microsecond (4-chip) window. 
At three samples per chip, there are twelve places 
where the packet 18 may have started. For each 
potential starting place, the corresponding 8-chip 
sequence is extracted and with a table lookup 
compared with the desired sequence; if one is 
found to be an exact match or very close, then 
most probably ail three synchronizations have been 
accomplished. Unlike some conventional spread 
spectrum methods, once phase sync is accom- 
plished there is no need for phase tracking be- 
cause the transmitted packets 17 and 18 are so 
short and there are practically no Doppler effects; 
the remote units 15 are either stationary or moving 
at very low speeds at the time of transmission. If 
the best match that can be found in the table 
lookup is not very good, the packet 18 is discarded 
at this point and a new exchange is initiated, using 
the alternate antenna or another frequency. 

A hand-off protocol is used to assign each 
remote unit 15 to a specific base station. It is 
essential that only one base station 12, 13 or 14 be 
assigned to a remote unit 15 at a given time; 
otherwise two base stations might respond simulta- 
neously to a packet 17 when a remote unit at- 
tempts an exchange and the two acknowledge 
packets 18 would interfere with each other. Before 
any base station will respond to a remote unit at 
all, the base station must receive the serial number 
or device ID for a remote unit 15 from the host 
computer 10 via link 11 and make a table entry in 
its memory 31. All base stations receive this same 
number from the host, but only one base station 
arbitrarily assigns itself to this remote unit using 
some algorithm; for example, the base stations 
may merely select remote units based upon the 
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serial numbers or device IDs. If a base station 
receives a packet 17 from one of its remote units 
(having the device ID corresponding to one in its 
list), this base station sends an acknowledge pack- 
et 18 responding to the exchange and records in 
its memory 31 the time and quality (number of 
errors) of the data packet 17. Any of the other base 
stations also receiving this packet 17 of the ex- 
change from this remote unit merely record the 
time and quality. Every minute or so, each base 
station publishes (sends to the other base stations 
via link 11) the list of remote units it has heard 
from in the last minute and the quality. If another 
base station has a much higher quality rating than 
the one initially assigned, the assignment for this 
particular remote unit moves by messages ex- 
changed between the two base stations involved. 
At any one time, each base station has in memory 
a list of the serial numbers (or ID numbers) of the 
remote units it will respond to, and whenever a 
packet 17 is received the ID number in the field 74 
is compared to the list in memory to see whether a 
response packet 18 is to be sent from this base 
station. 

There are many reasons why a remote unit 15 
may receive no response to an exchange as in 
Figure 2 that it initiates, and for each reason, a 
different strategy is available to regain communica- 
tion. One problem is that a remote unit has moved 
out of range of one base station, but is still within 
the range of another station. In this case the re- 
mote unit sends a "distress call", which is a short 
packet 17 consisting of little more than the stan- 
dard synchronization signal 72 and its serial num- 
ber. This packet is sent twice, once from each of 
the two antennae 35a and 35b. For this special 
type of exchange the response may come a fixed 
amount of time after either the first or second such 
packet 17. A longer delay time, e.g., 100-msec, is 
allowed for the response packet 18 to permit any 
base station hearing the distress call to commu- 
nicate by an exchange with the base station nor- 
mally in charge of this remote unit. After the base 
station in charge has heard from all other base 
stations which heard the call, it can determine 
which one should be the new base station in 
charge and "pass the baton" to that base station in 
time for that base station to send the response 
packet 18. The response will indicate which an- 
tenna worked the best, i.e., produced the fewest 
errors. If the remote unit receives no response to 
this distress call, this remote unit is probably out of 
range of all base stations at the moment (inside a 
metal truck, for instance), and the distress call is 
tried again later after a time out period. After sev- 
eral minutes of being out of communication the 
algorithm executed in this remote unit will conclude 
that the network operation frequency has changed 
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and distress calls will be sent on the other fre- 
quencies, one at a time. 

An important feature of one embodiment of the 
invention is the measurement of the quality factor 

5 of the received packets 17 at the base stations 12, 
13 and 14. As noted above, this quality factor is 
used in determining which remote unit is assigned 
to which base station, either initially, or in periodic 
realignments, or upon a distress call. The quality 

10 factor is the number of valid bits resulting from the 
decode of the 44-bit start symbol 72 at the decoder 
117; the packet is accepted as good data even if 
the number of valid bits found when comparing the 
incoming symbol 72 with a stored version of the 

75 correct pseudo-random code is (in the example) 
35-of-44, but this number is saved in memory 31 
even if it is in the 35-to-44 range and is used to 
determine which base station is getting the best, 
signal from a given remote unit. That is, the as- 

20 signed base station may be able to receive and 
decode the incoming packets quite adequately, but 
it may be averaging a quality factor of thirty -eight, 
whereas another base station may be receiving 
these same packets with a quality factor of forty- 

25 four, so obviously the later is in a more favorable 
receiving situation with respect to the remote unit 
in question and so the next time a set of messages 
are exchanged between base stations, the baton 
should be passed to the base station receiving 

30 better quality. Note that this quality factor is dif- 
ferent from merely measuring the signal strength, 
which is less significant in this type of environment 
due to the high degree of multi-pathing; also, the 
signal strength varies with distance, and can vary 

35 orders of magnitude and still give perfect reception. 
Just measuring the RF level won't tell what the 
noise and interference environment is. Also, it is 
noted that since error detection and correction is 
not employed in this system because it is very 

40 compute intensive, there is no quality measure 
available short of a catastrophic failure (which 
would occur when the CRC didn't check), and so 
the use of this correlation number from the decode 
of the start symbol 72 provides a measure that can 

45 give an early indication of deteriorating signal, long 
before the signal gets so bad it would be unusable. 
The quality factor (correlation coefficient for start 
symbol 72) can be used in conjunction with the RF 
signal strength indication available at the input 121 

50 in a base station; if the correlation is bad but the 
RF signal strength is good, there is a frequency 
problem and so the channel is changed, but if 
correlation is bad and signal strength is bad, the 
base station is changed by baton passing. 

55 Although the 24-bit serial number of every re- 

mote unit ever to be manufactured is probably 
unique (2 2 * is 16-million), most remote unit mes- 
sage packets 17 have only a 13-bit handle or 
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nickname in their message header field 74. If two 
networks of Figure 1 are in overlapping areas, their 
messages could get mixed up; at a trade show, for 
example, several of these networks could be in the 
same RF space. The base stations of each network 
can pick a different frequency to use during the 
initialization period when all frequencies are 
checked for noise or traffic, and further the initial 
messages from each remote unit can require the 
full serial number. A much more secure technique 
dictates the use of a different random chipping 
pattern for each network, i.e., a different 
pseudorandom binary code used to exclusive-OR 
the data with. Then two networks would be unable 
to decipher each other's messages, or even detect 
the presence of each other; there would be added 
collisions but the packets of one would be totally 
undecipherable to another network. This technique 
of using different chipping patterns, however, re- 
quires that the network manager (a human being) 
initializes each remote terminal. To this end, each 
remote unit 15 has an RS-232 connector (coupled 
to the bus 42) which is coupled to the host com- 
puter 10 temporarily for initialization, at which time 
the unique pseudorandom binary code value is 
loaded to the memory 41 and thereafter used in 
the exclusive-OR function. The handle to be used 
as the ID field 74 of a packet 17 is also loaded at 
this time. Base stations connected to the host 
computer 10 through a cable 11 are initialized over 
this cable. Base stations connected to the host 
computer 10 only through an RF link (e.g., base 
station 14 as illustrated in Figure 1) could use a 
default chipping pattern which is used only for 
initialization, but preferably are temporarily con- 
nected by the serial link 11 for initialization then 
later operate by the RF link. A base station may be 
programmed to change to this default pattern on 
command from the host computer or when out of 
communication for a long time. An alternative 
method for security in overlapping networks re- 
quires every message packet 17 or 18 to contain 
the full 24-bit serial number of the remote unit. This 
adds 11 -bits to the header overhead, and assumes 
that the manufacturer can always control the serial 
numbers in all devices to be made. 

In one embodiment, a different binary code 
sequence is used in the spreading and encoding 
steps in each base station and its assigned remote 
units. In this case, one of the remote units 15 can 
be executing an exchange with its base station 12, 
13 or 14, while at the same time another remote 
unit 15 is executing an exchange with its base 
station, even if the two pairs are within RF range of 
each other; this is one of the advantages of the 
spread spectrum technique, in that several simulta- 
neous transmissions in the same band can be 
separated by using different code. Alternatively, if 



each of these base stations is using a different 
frequency in the 902-928 MHz band in its commu- 
nications with its remote units, then likewise si- 
multaneous exchanges can be executed. Up to 
5 about a thousand of the remote units 15 can be 
supported in a local area if the average duty cycle 
is low. Without invoking protocol features to mini- 
mize collisions, each base station can sustain 
about twenty-five randomly occurring exchanges 
io per second. The limiting factor then becomes the 
host computer 10, and the transaction processing 
power of the host can be expanded by using faster 
clock speed, higher MIPS rate, parallel processors, 
and known techniques of this type. 
75 The overhead (i.e., lost time) imposed by the 
protocol of Figure 2 could be substantially reduced 
by increasing the length of the packets 17 and 18. 
That is, if the packets transmitted a data field 78 of 
much longer than 22-bytes, then the ratio of time 
20 used to transmit data to total time of transmission 
would increase and thus the efficiency would in- 
crease. However, this increase in packet length 
would also substantially increase the accuracy re- 
quirements on the time references (local clocks 
25 and counters) for both base stations and remote 
units. The local time references are needed to 
avoid losing phase synchronization near the end of 
the packet the locally assumed chip boundaries 
used by a receiver must match those actually used 
30 by the transmitter as explained with reference to 
Figures 8a-8c. Putting ^synchronization fields 
(additional fields like the field 72) throughout the 
elongated packet would reduce such accuracy re- 
quirements, but this would partially defeat the pur- 
35 pose of a larger packet because the filed would 
occupy time and time would be lost in resynch- 
ronizing. Furthermore, the checksum field 79 would 
perhaps have to be enlarged for larger packets. 
Finally, in a noisy environment, the percentage of 
40 packets which have to be retransmitted rises with 
packet size, and so a larger packet would result in 
loss of efficiency due to retransmissions. It is for 
these reasons that the relatively small packet size 
of the standard exchange is chosen as described. 
45 Another alternative construction of the system 

is to increase the chipping rate to either increase 
the spread factor for greater range and noise toler- 
ance or to increase the data rate. This alternative, 
however, requires more costly hardware, and, of 
50 course, raises compatibility issues. In addition, an 
alternative construction is to increase the capacity 
of transfer of data between base stations; large 
networks may be capacity limited in th base net 
11, and in such case may benefit from a higher 
55 capacity base having higher performance radio 
transceivers 34a and more computation power than 
discussed above. These higher performance base 
stations would be able to communicate with each 
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other at much higher data rates and communicate 
with remote units and standard bases on many 
frequencies simultaneously; other link media may 
also be used, such as fiber optics. 

While the invention has been described with 
reference to a specific embodiments, the descrip- 
tion is not meant to be construed in a limiting 
sense. Various modifications of the disclosed em- 
bodiments, as well as other embodiments of the 
invention, will be apparent to persons skilled in the 
art upon reference to this description. It is therefore 
contemplated that the appended claims will cover 
any such modifications or embodiments as fall 
within the true scope of the invention. 

The Invention may be summarized: 

1. A method of transmitting data packets from a 
communications unit, comprising the steps of: 

a) transmitting a data packet from said unit 
during a first time period selected by the unit, 
the data packet including a type indicator; 

b) receiving at said unit an acknowledge sig- 
nal during a second time period occurring 
only at selected time delay after said first 
time period, said time delay being deter- 
mined by said type indicator. 

2. A method according to 1 wherein said steps 
of transmitting and receiving are by spread 
spectrum RF signals. 

3. A method according to 1 wherein said com- 
munications unit is one of a plurality of remote 
stations associated with the transmitter of said 
acknowledge signal, and wherein said transmit- 
ted data packet and said acknowledge signal 
each include identification of said communica- 
tions unit. 

4. A method according to 3 wherein said remote 
stations are hand-held data-gathering units 
which include manual control elements, and 
wherein at least some of said remote stations 
include bar-code reading devices. 

5. A method according to 1 wherein said ac- 
knowledge signal is transmitted by a second 
station which is one of a plurality of said second 
stations physically spaced from one another, 
and there are a plurality of said units for each 
said second station. 

6. A method according to 1 including the step of 
listening at said unit prior to said step of trans- 
mitting said data packet to see if other like units 
are transmitting. 

7. A system for transmitting data packets from a 
first station to a second station, comprising: 

a) a transmitter in the first station for transmit- 
ting a data packet from the first station to the 
second station during a first time period se- 
lected by the first station; 

b) a receiver in the first station for receiving 
an acknowledge signal from the second sta- 



tion beginning during a second time period 
occurring only in a time window referenced to 
said first time period, said acknowledge sig- 
nal having a type indicator specifying a 
5 length of time during which data is transmit- 

ted from the second station to the first station 
after the beginning of the acknowledge sig- 
nal. 

8. A system according to 7 wherein said trans- 
10 mitted data packet and said acknowledge signal 

are sent by spread spectrum RF signals. 

9. A system according to 7 wherein said first 
station is one of a plurality of remote stations 
associated with said second station, and wherein 

75 said transmitted data packet includes identifica- 
tion of said first station and said acknowledge 
signal includes identification of said first station. 

10. A system according to 9 wherein said re- 
mote stations are hand-held data-gathering units 

20 which include manual control elements, wherein 
said units each include a processor executing 
instructions stored in a memory, and wherein at 
least some of said units include bar-code scan- 
ners. 

25 11. A system according to 9 wherein all of said 
plurality of second stations are coupled to a host 
station by a communication link. 

12. A system according to 7 wherein the trans- 
mitter at said first station listens prior to trans- 

30 . mitting said data packet to see if other stations 
are transmitting. 

13. A method of data transmission between a 
plurality of terminals and a base station, com- 
prising the steps of: 

35 a) transmitting a data packet from one of said 

terminals to said base station, the data pack- 
et including identification of said one of the 
terminals, and including a first type identifier; 

b) receiving said transmitted data packet at 
40 said base station and transmitting an ac- 
knowledgement from the base station to said 
one of said terminals in a predetermined time 
window determined by said first type iden- 
tifier, said acknowledgement including iden- 

45 tification of said terminal and including a sec- 

ond type identifier, wherein said acknowl- 
edgement may include data to be transferred 
from said base station to said one terminal; 

c) receiving said acknowledgement at said 
so one terminal during said predetermined time 

window and continuing to receive for a period 
determined by said second type identifier. 

14. A method according to 13 including the step 
of first listening at said one terminal to deter- 

55 mine if another of said plurality of terminals is 
transmitting, before transmitting said data pack- 
et. 

15. A method according to 14 wherein said 
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transmitting is by wireless RF of the spread 
spectrum type. 

16. A method of data transmission between a 
plurality of terminals and host computer via a 
base station, comprising the steps of: 5 

a) initiating a fixed-time broadcast mode of 
operation by said host computer, and send- 
ing to said base station a fixed time value; 

a) transmitting a data packet from each one 

of said terminals to said base station at times 10 
before said fixed time value, the data packet 
including identification of each one of the 
terminals; 

b) receiving said transmitted data packets at 

said base station and transmitting an ac- 75 
knowledgement from the base station to in- 
dividually to each one of said terminals in a 
predetermined time window after each data 
packet, said acknowledgement including 
identification of said terminal and including 20 
said fixed time value; 

c) receiving said acknowledgement at each 
one of said terminals during said predeter- 
mined time window after said data packet for 
each terminal; and 25 

d) thereafter receiving data at all of said 
terminals simultaneously beginning at said 
fixed time value. 

17. A method according to 16 including the step 

of sending from each one of said terminals an 30 
acknowledgment during a time after receiving 
said data beginning at said fixed time value. 

18. A method according to 16 including the step 
of first listening at said each one of said termi- 
nals to determine if another of said plurality of 35 
terminals is transmitting, before transmitting said 
data packet by each one of said terminals. 

19. A method according to 16 wherein said 
transmitting is by wireless RF of the spread 
spectrum type. *o 

20. A method of selecting a frequency channel 
for RF wireless packet data communication be- 
tween a base station and plurality of remote 
terminals; said base station and each of said 
remote terminals being able to transmit and 45 
receive data packets on any of a plurality of 
frequency channels, and initially transmitting 

and receiving on an initial one of said plurality of 
channels; comprising the steps of: 

a) receiving signals by said base station on 50 
other of said channels different from said 
initial one and producing a value for each of 

said other channels indicative of the RF en- 
ergy level in such channel, to thereby identify 
one of the other channels having the lowest 55 
RF energy level; 

b) producing a value indicative of the trans- 
mission error rate in said initial one of the 



channels; 

c) if said transmission error rate exceeds a 
selected threshold level, sending a message 
from the base station to each of the remot 
terminals directing that transmission and re- 
ception of data packets between the base 
station and the remote terminals will change 
to said identified one of the other channels. 

21. A method according to 20 including a plural- 
ity of said base stations and a plurality of said 
remote terminals for each said base station. 

22. A method according to 20 wherein if one of 
said remote terminals does not receive data 
packets from said base station then said one 
remote terminal sends a data packet to said 
base station on another of said channels and 
listens for an acknowledgement data packet 
from the base station, and if necessary repeats 
said sending and listening, to thereby find the 
correct channel. 

23. A method according to 20 wherein each of 
the remote terminals sends a data packet to the 
base station at a time selected by the remote 
terminal, and receives an data packet from the 
base station during only a fixed time window 
after said time. 

24. A method according to 20 wherein said 
wireless RF communication is by the spread 
spectrum technique. 

25. A method according to 20 wherein a data 
packet transmitted by at lest one of said remote 
terminal includes the results of reading a bar 
code symbol by a bar code scanner in said 
remote terminal. 

26. A method of selecting a frequency channel 
for packet data transmission between a base 
station and plurality of remote terminals, said 
base station and each of said remote terminals 
being able to transmit and receive data packets 
in any of a plurality of channels, a selected one 
of said channels being designated at a given 
time for transmission and reception of data 
packets, comprising the steps of: 

a) receiving signals by said base station and 
producing a signal indication for a plurality of 
said channels, then selecting a preferred one 
of said frequency channels responsive to said 
signal indications, when said remote termi- 
nals are not transmitting said data packets; 

b) receiving data packets from said remote 
terminals by said base station in said se- 
lected channel, and measuring the quality of 
reception of said data packets; 

c) if said measured quality is below a thresh- 
old, transmitting to each of said remote termi- 
nals separate acknowledge messages re- 
sponsive to data packets received by said 
base station designating said preferred one of 



21 



41 



EP 0 496 986 A2 



42 



said channels for transmission and reception 
of data packets in the future. 

27. A method according to 26 wherein said 
acknowledge messages are transmitted from the 
base station to said remote terminals in a pre- 
determined time window, and said acknowledge 
messages are received at each remote terminal 
only during said predetermined time window. 

28. A method according to 26 including the step 
of first receiving at each said remote terminal to 
detect transmission by another of said plurality 
of remote terminals, before transmitting a data 
packet. 

29. A method according to 26 wherein said 
transmitting is by wireless RF modulated by the 
spectrum technique. 

30. A method according to 26 wherein at least 
some of said data packets include the results of 
reading a bar code symbol by a bar code scan- 
ner in a remote terminal. 

Claims 

1. A method of transmitting data packets from a 
communications unit, comprising the steps of: 

a) transmitting a data packet from said unit 
during a first time period selected by the 
unit, the data packet including a type indica- 
tor; 

b) receiving at said unit an acknowledge 
signal during a second time period occur- 
ring only at selected time delay after said 
first time period, said time delay being de- 
termined by said type indicator. 

2. A method according to claim 1 wherein said 
steps of transmitting and receiving are by 
spread spectrum RF signals. 

3. A method according to claim 1 wherein said 
communications unit is one of a plurality of 
remote stations associated with the transmitter 
of said acknowledge signal, and wherein said 
transmitted data packet and said acknowledge 
signal each include identification of said com- 
munications unit. 

4. A method according to claim 3 wherein said 
remote stations are hand-held data-gathering 
units which include manual control elements, 
and wherein at least some of said remote 
stations include bar-code reading devices. 

5. A method according to claim 1 wherein said 
acknowledge signal is transmitted by a second 
station which is one of a plurality of said sec- 
ond stations physically spaced from one an- 
other, and there are a plurality of said units for 



each said second station. 

6. A method according to claim 1 including the 
step of listening at said unit prior to said step 

5 of transmitting said data packet to see if other 

like units are transmitting. 

7. A system for transmitting data packets from a 
first station to a second station, comprising: 

w a) a transmitter in the first station for trans- 

mitting a data packet from the first station to 
the second station during a first time period 
selected by the first station; 
b) a receiver in the first station for receiving 

15 an acknowledge signal from the second sta- 

tion beginning during a second time period 
occurring only in a time window referenced 
to said first time period, said acknowledge 
signal having a type indicator specifying a 

20 length of time during which data is transmit- 

ted from the second station to the first sta- 
tion after the beginning of the acknowledge 
signal. 

25 8. A system according to claim 7 wherein said 
transmitted data packet and said acknowledge 
signal are sent by spread spectrum RF signals. 

9. A system according to claim 7 wherein said 
30 first station is one of a plurality of remote 

stations associated with said second station, 
and wherein said transmitted data packet in- 
cludes identification of said first station and 
said acknowledge signal includes identification 
35 of said first station. 

10. A system according to claim 9 wherein said 
remote stations are hand-held data-gathering 
units which include manual control elements, 

40 wherein said units each include a processor 

executing instructions stored in a memory, and 
wherein at least some of said units include bar- 
code scanners. 

45 11. A system according to claim 9 wherein all of 
said plurality of second stations are coupled to 
a host station by a communication link. 

12. A system according to claim 7 wherein the 
50 transmitter at said first station listens prior to 

transmitting said data packet to see if other 
stations are transmitting. 

13. A method of data transmission between a plu- 
55 rality of terminals and a base station, compris- 
ing the steps of: 

a) transmitting a data packet from one of 
said terminals to said base station, the data 
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. packet including identification of said one of 
the terminals, and including a first type 
identifier; 

b) receiving said transmitted data packet at 
said base station and transmitting an ac- 
knowledgement from the base station to 
said one of said terminals in a predeter- 
mined time window determined by said first 
type identifier, said acknowledgement in- 
cluding identification of said terminal and 
including a second type identifier, wherein 
said acknowledgement may include data to 
be transferred from said base station to said 
one terminal; 

c) receiving said acknowledgement at said 
one terminal during said predetermined 
time window and continuing to receive for a 
period determined by said second type 
identifier. 

14. A method of data transmission between a plu- 
rality of terminals and host computer via a 
base station, comprising the steps of: 

a) initiating a fixed-time broadcast mode of 
operation by said host computer, and send- 
ing to said base station a fixed time value; 

a) transmitting a data packet from each one 
of said terminals to said base station at 
times before said fixed time value, the data 
packet including identification of each one 
of the terminals; 

b) receiving said transmitted data packets at 
said base station and transmitting an ac- 
knowledgement from the base station to in- 
dividually to each one of said terminals in a 
predetermined time window after each data 
packet, said acknowledgement including 
identification of said terminal and including 
said fixed time value; 

c) receiving said acknowledgement at each 
one of said terminals during said predeter- 
mined time window after said data packet 
for each terminal; and 

d) thereafter receiving data at all of said 
terminals simultaneously beginning at said 
fixed time value. 

15. A method of selecting a frequency channel for 
RF wireless packet data communication be- 
tween a base station and plurality of remote 
terminals; said base station and each of said 
remote terminals being able to transmit and 
receive data packets on any of a plurality of 
frequency channels, and initially transmitting 
and receiving on an initial one of said plurality 
of channels; comprising the steps of: 

a) receiving signals by said base station on 
other of said channels different from said 



initial one and producing a value for each of 
said other channels indicative of the RF 
energy level in such channel, to thereby 
identify one of the other channels having 
5 the lowest RF energy level; 

b) producing a value indicative of the trans- 
mission error rate in said initial one of the 
channels; 

c) if said transmission error rate exceeds a 
io selected threshold level, sending a message 

from the base station to each of the remote 
terminals directing that transmission and re- 
ception of data packets between the base 
station and the remote terminals will change 
75 to said identified one of the other channels. 

16. A method of selecting a frequency channel for 
packet data transmission between a base sta- 
tion and plurality of remote terminals, said 

20 base station and each of said remote terminals 

being able to transmit and receive data pack- 
ets in any of a plurality of channels, a selected 
one of said channels being designated at a 
given time for transmission and reception of 

25 data packets, comprising the steps of: 

a) receiving signals by said base station 
and producing a signal indication for a plu- 
rality of said channels, then selecting a pre- 
ferred one of said frequency channels re- 

30 sponsive to said signal indications, when 

said remote terminals are not transmitting 
said data packets; 

b) receiving data packets from said remote 
terminals by said base station in said se- 

35 lected channel, and measuring the quality of 

reception of said data packets; 

c) if said measured quality is below a 
threshold, transmitting to each of said re- 
mote terminals separate acknowledge mes- 

40 sages responsive to data packets received 

by said base station designating said pre- 
ferred one of said channels for transmission 
and reception of data packets in the future. 

45 17. A method according to claim 16 wherein said 
acknowledge messages are transmitted from 
the base station to said remote terminals in a 
predetermined time window, and said acknowl- 
edge messages are received at each remote 

50 terminal only during said predetermined time 

window. 
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